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O HAMNPABJIEHU NHPOPMALIUA

[enapTamMeHT rocygapcTBEHHOW NONUTUKK B cdepe obuiero obpasoBaHna MuHobpHaykm Poccum
HanpasnseT aAnsa ceeaeHns paspaboTtaHHble BpemeHHon komuccnen Coseta Peagepaumm no
pasBUTUIO MHOPMaLMOHHOIO obLecTBa MeToANYECKNE PpEKOMEHAALNN O pa3MeLLEHNN Ha
MHGOPMAaLMOHHBIX CTeHAaX, opuLmManbHbIX UHTEPHET-canTax N pyrux UHPOPMaLUMOHHbIX
pecypcax obLeobpasoBaTeribHbIX OpraHn3aunin 1 OpraHoB, OCYLLIECTBASIOLWMX yNpaBreHe B
chepe obpasoBaHus, MHPOpMaLmMM 0 BesonacHoOM NOBeLEHUN U UCMOSTb30BaHUM CETU
"InTepHeT".

OupekTop denaptameHTa
A.E.NMETPOB

MpunoxeHwne

METOANYECKUE PEKOMEHOALIUU
O PASMEWWEHUUN HA UHPOPMALIMOHHBbIX CTEHAAX, O®ULIMATIbHbIX
WHTEPHET-CAUTAX U APYI'MX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATEIbHbIX OPFTAHU3ALIMA U OPFAHOB, OCYLLIECTBNAKOLLUX
YNPABJIEHUE B COEPE OBPA3OBAHUA, UHPOPMALIUK O BE3OINMACHOM
NOBEAEHUU N UCTTOJIb3OBAHUN CETU "MHTEPHET"

Okcneptamn n uneHamm BpemeHHon kommuccnn CoeTta defepaunm No passuTuro
MHOopMaunoHHoro obLiecTsa B paMkax BbIMOMHEHNA peKoMeHAaunn napramMeHTCKUX cnyLaHum
"AKTyanbHble BONpockl obecneyeHns 6e30nacHOCTU 1 pa3BUTUA geTen B MH(POPMaLMOHHOM
npocTtpaHcTBe", koTopble nNpownn B Cosete ®enepaunn 17 anpens 2017 r., 6611 paspaboTaHbl
MeTOAMYEeCKMe pekoMeHaaunn o pasmeLleHnn Ha MHPOPMaLMOHHBIX CTeHAAX, ouLmnanbHbIX
WHTepHeT-canTax u Apyrmx MHpopMaLUMOHHbIX pecypcax obuieobpasoBaTesibHbIX OpraHn3aLnn u
OpraHoB, OCYLLECTBSAOLWMNX ynpaBneHne B cpepe obpasoBaHus, nHpopmaumm o 6e3onacHom
noBegeHun 1 ncnonb3oBaHumn cetn "IHTepHeT" (danee - MeToguyeckue pekoMmeHgaumm).

MeToanyeckme pekomeHgaumm HanpasneHbl Ha Ka4eCTBEHHOE NOBbLILLEHNE YPOBHS
MHOPMALNOHHOM AeATENBbHOCTM 06Leo0bpa3oBaTenbHbIX OpraHn3aLmii 1 OpraHos,
OCYLLIECTBMSALWMX ynpasrneHne B cchepe obpasoBaHns, B HacT MHPOPMUPOBAHUS YYaLLMXCS, UX
poauTenen (3akoHHbIX NpeacTaBUTENEN) U negarornyecknx paboTHNKOB 06 OCHOBHLIX acnekTax
MHOPMaLNOHHOM Be30MacHOCTH.

MeToanyeckme pekoMeHaaumm no3eonsT obueobpasoBaTernbHbIM OpraHM3aumsmM U opraHam,
OCYLLIECTBNSAOLWMM yripaBneHne B cchepe 06pas3oBaHusi, akTyannampoBaThb YKe UCMOoNb3yeMble U1
pasMeLlLieHHble MHOPMaLMOHHbIE MaTepuarbl, Tak U NOAFOTOBUTL UX B Cry4Yae MX OTCYTCTBUS C
Yy4ETOM NyYLIMX NPaKTUK U PEKOMEHAALMA.

B pamkax meToamnyeckux pekomeHgaumi paccMaTpumBatoTCs CneaytoLmne NHCTPYMEHTbI:

1. NHOPMALMOHHbIE CTEHAbI,

2. opmumanbHble MHTEPHET-PecypcChl;

3. cpeacTtBa maccoBon MHAOpMauuK (LUKONbHbIE ra3eTbl, Negarorndeckne n3gaHna n gpyrue).

UHdopmaLmoHHbIe cTeHAbI



Ha nHdpopmMaumnoHHbIX cTeHOax B 06LeobpasoBaTenbHbIX OpraHn3aumsx, PpacrnonoXeHHbIX B
dore yupexneHui n B kabmHeTax, OCHaLLEHHbIX NepCoHarbHbIMK YCTPOMCTBaAMM OS5 BbIXO4a B
ceTb "IHTepHeT", pekoMeHayeTCca pasMeCcTUTb MHPOPMALNOHHBbIE NAaMATKU, cogepXallume
OCHOBHbIE€ COBETbI N0 0b6ecnevyeHnto NHPOPMaLIMOHHON BE30MacHOCTM yYaLLMXCS.

B npunoxenun N 1 kK MeTogu4eckum pekoMeHaauusm npeacraBrneH obpasew namsaTku ans
pasMeLleHNs Ha MHPOPMAaLMOHHBIX CTeHaaXx.

CpenctBa maccoBoun UHcpopmaumum

B cpenctBax MmaccoBo MHOpMaLMK, OPUEHTUPOBAHHbIX Ha 0ByYatloLMXCsl, PEKOMEHAYeTCS B
TeyeHne y4ebHOro roga perynsipHo nybnmkoBaTtb MHpOPMaLMOHHbIE MaTepuarnbl, MOCBSALLEHHbIE
OTAeNbHbIM acnekTaM MHPoPMaLMOHHONM 6e30MacHOCTU, a TakkKe pasnNnyHble NaMaTku obero
xapakTepa.

B cpencrtBax maccoBon MHpOpMaLLMK, OPUEHTUPOBAHHBIX HA Nearorm4yeckyto obLLEeCTBEHHOCTb,
pEKOMeHOYEeTCs B TeYEHME KaneH4apHOoro roga perynsapHo nybnvkosate MHOPMALMOHHbIE
MaTepuarbl, NOCBALLEHHbIE OTAENbHBIM acnektaMm MHopMaLmMoHHOM 6e30MacHOCTY Kak
HECOBEPLLEHHONETHUX, TakK K obLeobpasoBaTenbHbIX OpraHM3aumnii, a TaKkke pasindHble
namsiTku, 0630pbl HOPMaTMBHO-NPABOBOrO PErynMpoOBaHNSA aHHOM cdepbl U MHGOPMaLMIO O
aKkTyanbHbIX MEPONPUATUSAX U COBLITUAX B JaHHOW cdepe.

B xope npoBeneHust EquHoro ypoka no 6esonacHocTtu B cetu "HTepHeT" pekoMmeHayeTcs
obecneunTb BbINYCK TEMATMYECKOro BbiMyCcKa CpeacTBa MaccoBOmn MHpopMauumn nmbo cepum
nybénukauun, cpeam KOTopblX pacCMOTPETb OPraHM30BaHHbIE MePONPUATUSA ANA obyyaroLmxcs, nux
poauTenen (3akoHHbIX NpeacTaBUTENen) U negarormnyeckomn obLEeCTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

Ob6uweobpasoBaTenbHbIM OpraHu3aLmsiM pekoMmeHayeTcs Ha cBoMx opuumansHblx IHTEepHeT-
pecypcax obecrneuntb PYHKUNOHUPOBAHME CaMOCTOATENBHOMO U Cneumanm3npoBaHHOro pasgena
"MIHdhopMaumnoHHas 6e3onacHOCTL", B paMKkax KOTOPOro NpegycMoTpeTb pasmeLleHne
cnegyroLwen nHpopmaumm:

dopmat
npencTaBneHus
N Pasgen/nogpasgen mMaTepuanos CopepxaHne matepunanos
PaamelualoTcs Konun JOKYMEHTOB, T.€.
CKaHUPOBaHHbIN BapnaHT AOKYMEHTA,
JlokanbHble HOpMaTUBHbIE COOTBETCTBYHOLWMI TpeboBaHUAM K napameTpam
aKkTbl B chepe CKaHupoBaHua. PasmeluatoTca JOKYMEHTHI,
obecne4veHuns perrnameHTUpyoLmne opraHmsaumo n paboTty ¢
NHGOpMaLMOHHON Konun nepcoHanbHbIMW JaHHBIMU, NNaHbl MEPONPUATUIN
BesonacHocTn OOKYMEHTOB B no obecnevyeHno NHPOPMaLMOHHON
1.06yyatowmxcs dopmaTte *PDF  6e3onacHocTu oby4varomxca n gpyrme.
[My6nukytoTCs akTyanbHble CBe4EHUS O
denepanbHbIX 1 perMoHanbHbIX 3aKOHax,
nMCbMax opraHoB BlacT 1 Apyrne HOpMaTUBHO-
npaBoBble JOKYMEHTbI, pernaMmeHTupyroLme
obecneyeHne nHgopmaunoHHon 6e3onacHoOCTH
HecoBepLUeHHONeTHUX. [lonyckaetcs BMECTo
Konuu KOnuin pasmMeLLiaTb rmnepcebisiki Ha
HopmaTusHOe OOKYMEHTOB B COOTBETCTBYHOLLME JOKYMEHTbI Ha canTax
2.perynuposaHue dopmaTte *PDF  opraHoB rocygapCTBEHHOWN BNacTu.
TexkcT Ha PaameluarTca meTognyeckme pekomeHgaumm n
CTpaHuLe canTa ykasblBaeTcs MHopMaums O MePONpUATUSIX,
[Meparornyeckum Konuu npoekTax u nporpamMmmMax, HanpasJSieHHbIX Ha

3.p860THVIKaM OOKYMEHTOB B nosbilLleHne I/IHC*)OpM&LIMOHHOIZ rPamMoOTHOCTH



dopmate *PDF  neparornyeckmx paboTHUKOB.
Pa3melwaeTtcsa nHopmaumoHHas namaTka
(npunoxexue N 2) n ykasbiBaetca nHpopmaums o
MepOonNpPUATUSX, MPOeKTax 1 NporpaMmmMax,

TekcT Ha HanpaBfEeHHbIX Ha NOBbILIEHNE NHEPOPMALMOHHOM
4.06yvarowmmces CTpaHuLe canTa rpamMmOTHOCTU 0By4atoLLNXCA.
Pogutensam (3akoHHbIM
npeacTaBUTENAM) TekcT Ha Pasmellaetcs nHpopmaumMoHHasa namsaTka
5.06y4atomxcs cTpaHuue canta (npunoxexHune N 3).
Pasmellaetca nHgopmaumsa o pekomeHayeMbIX K
ncnonb3oBaHuio B y4ebHOM npoLecce
HeTckne 6e3onacHble TekcT Ha BGes3onacHbIx cantax, 6aHHepbl 6e3onacHbIX
6.canTbl CTpaHuue calnTa [OeTCKUX CauTOB.

OpraHam, ocyLlecTBNAKLWNM ynpasneHue B cpepe obpasoBaHUs, pekoMeHayeTCs Ha CBOUX
oduumnanbHbeix MHTepHeT-pecypcax obecnevntb PyHKLUNMOHUPOBaAHME CaMOCTOATENBHOIO U
cneunanuanpoBaHHoro pasgena "MHdopmaumoHHas 6e3onacHOCTL", B paMmkax KOTOpPOro
npegycMoTpeTb pasMeLleHre criegyrowen nHpopmaumn:

MpunoxeHne N 1

NAMATKA ]
ONs OBYYAIOLMXCS OB MH®OPMALIMOHHOW BE30MACHOCTM AETEM

HEJ1b3A

1. Bcem nogpsia coobuiatb CBOK YacTHYHO MHopMaumio (HacToswme nms, pammnuio, TenedoH,
aZipec, HOMep LWKOfbI, a Takke dpoTorpadum CBou, CBOEN CeEMbU U Apy3en);

2. OTKprBaTb BJ1OXEHHbIE (baVIJ'IbI SHGKTpOHHOVI Mo4YTbl, KOrga He 3Haellb OTrNpaBUTENA,
3. rpy6MTb, npnaonpaTtbCd, OKa3bliBaTb AaBrieHNE - BECTU cebsi HEBEXITNBO U arpeccumBHoO,

4. He pacnopsikanca geHbramm TBOen ceMbu 6e3 paspeLleHns cTapLlinx - Bcerga cnpaiumsan
poaunTenen;

5. He BcTpeyvarica ¢ IHTepHeT-3HaKOMbIMU B pearibHOM XXM3HU - MOCOBETYNCHA CO B3POCSIbIM,
KOTOPOMY [OBEpPSELLb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpaeay B IHTepHeTe - coobum 06 3ToM CBOUM
poaUTENAM UK ONeKyHaM;

2. MNpurnawatoT nepenncebiBaTbCsl, Urpatb, 0OMeHUBaTbLCS - NPOBEPbL, HET NN NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocCsbiM O npobnemax B CETU - OHWU Bcerga noMoryT;

5. Ncnonb3yn HacTponkn 6e3onacHOCTM U NPUBATHOCTU, YTOBLI HE NOTEPSATbL CBOU akKayHTbI B
couceTax N gpyrux nopranax.

MO>XHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yelwbcs HTEPHET-UCTOYHNKOM - fenai CCbIfIKy Ha Hero;

3. OTKprBaIZ TOJ1IbKO T€ CCbIJTIKA, B KOTOPbLIX YBEPEH;



4. O6LLaTbCA 3a NOMOLLLHO B3POCIbIM - POAMTENM, ONEKYHbl U aAMUHUCTPaUUs canToB Bceraa
NOMOTYT;

5. Nponan obyyeHme Ha canTe "CeTeBMYoK" 1 NoNyyYn nacnopTt LMGPOBOro rpaxgaHuHa!
Mpunoxexne N 2

MHO®OPMALIMOHHASA NMAMATKA
AnA ObYYAKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIBbHBIX MHTEPHET-PECYPCAX

C KaxgblM rogomM Monoaexu B UHTEPHETE CTaHOBUTLCA GonblLue, a LWKOMbHUKA OOHN N3 CaMblX
aKTUBHbIX Nonb3oBatenen PyHeTa. Mexay TeM, MOMMMO OFPOMHOrO KOfMYecTBa BO3MOXHOCTEN,
WHTEPHET HeceT K Npobnembl. 3Ta NnamsiTka A4OSMKHa NoMoyb Tebe 6e3onacHO HaxXoAUTbLCA B CETH.

KomnbioTepHble BUPYCHI

KoMnbloTepHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpaMM, OTIINYUTENBbHON
0COBEHHOCTbLI0 KOTOPOW ABMSIETCS CNOCOBHOCTb K pasMHOXeHU0. B oononHeHne k 3Tomy, BUPYChbI
MOryT NMOBPEAUTb MUIN NOSTHOCTLI0 YHUUTOXUTL BCE hainbl U faHHble, NOAKOHTPOSIbHbIE
nonb3oBaTento, 0T UMEHU KOTOPOro Bbina 3anyLieHa 3apakeHHas NporpaMMa, a Takke
NOBPEAMUTb NN Aaxe YHUYTOXUTb OnepaumoHHY cMCTeMy co BcemMu channamm B Lenom. B
GOnbLUMHCTBE Crly4aeB PacnpoCTPaHSIFOTCS BUPYChl YepPe3 MHTEPHET.

MeToabl 3aWmnTbl OT BPEAOHOCHbLIX NPOrpamMmMm:

1. Vicnonb3yi coBpeMeHHble onepalyMOHHbIE CUCTEMbI, UMetoLME CepPbe3HbIN YPOBEHb 3aLUNTbI OT
BPEeOOHOCHbIX Nporpamm;

2. NocToAAHHO ycTaHaBnNuBam nadTu (LMgpoBsble 3annaTku, KOTopble aBTOMaTUYeCKU
yCTaHaBMMBAaOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 apyrme o6HOBNEHMSI CBOEWN OnepaunuoHHOM
cucteMbl. CkaunmBan Ux TONbKO C oduLmansHoro camta paspabotymnka OC. Ecnu cywecTteyeT
pPeXMM aBTOMaTU4eCKOro 06HOBNEHUS, BKITHOUN €ro;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NOA NpaBamu Nosfb30BaTeNs, a He agMUHUCTPaTopa. ATO He
No3BOSIUT BONbLUMHCTBY BPELOHOCHbLIX MPOrpaMmM MHCTaNIMpoBaTbCA Ha TBOEM NepPCOHAaNbHOM
KOMMbloTepe;

4. Vicnonb3yn aHTUBMPYCHbIE NPOrpamMmMHbIe NPOAYKTbl N3BECTHLIX MPOU3BOAUTENEN, C
aBTOMaTn4yecknm obHoBneHnem 6as;

5. Orpan-lb (*)I/I3I/I‘-IeCKI/II7I OOCTYMN K KOMMbOTEPY OANA NOCTOPOHHUX JNLL;

6. Vlcnonb3yn BHELWHWE HOCUTENW MHGOPMaUUK, Takme Kak dreLuka, gUCK unu dann uns
WHTEpPHEeTa, TONbKO N3 MPOBEPEHHbBIX UCTOYHUKOB;

7. He oTKpbIBan KOMNbIOTEPHbIE ddalnbl, NONyYeHHbIe N3 HEHAOEXHbIX UCTOYHUKOB. [axe Te
hanrnbl, KOTOPbIE NpUcrian TBOM 3HAKOMbIN. Jlyylle yTOYHM Yy Hero, oTnpaensn nu oH Tebe nx.

Cetun WI-FI

Wi-Fi - 3TO He B1A nepenaym gaHHbIX, HE TEXHONOrMS, a Bcero nuuwb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackasa komnaHus 3apernctpupoana 6peng "WECA", yto o6o3Havano
cnoBocoyeTaHue "Wireless Fidelity", koTopbIi nepeBoanTCs Kak "6ecnpoBogHas TOMHOCTL".

[lo Hawero BpemMeHn gowna gpyras abbpesmaTtypa, kKoTopasi ABMASETCA Takon Xe TEXHOIOrMEN.
9710 abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINO JaHO C HAMEKOM Ha CTaHOapT BbiCLUEN
3ByKkOBOM TexHukn Hi-Fi, 4To B nepeBoge o3HavaeT "BbicoKas TOYHOCTL".



[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadhe, OTeNsiX 1 a3ponopTax ABMASETCS OTNYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe akcnepTbl cunTatoT, 4to obwenoctynHole Wi-Fi
ceTun He aBnATca 6e3onacHbIMN.

CoseTbl No 6e3onacHocT paboTbl B 06wenocTynHbix ceTax Wi-fi:

1. He nepegasan cBoto nuyHyto nHdopmaumio yepes obenoctynHsle Wi-Fi cetn. PaboTtas B HuX,
XenaTtenbHO He BBOAUTb NAponun AOCTYNa, FIOMMHbI U Kakne-To HomMepa;

2. N\cnonb3yn n o6HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obesonacuilb cebs OT 3aKayky BUpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ncnonbsoaHun Wi-Fi oTkntoum cyHkumio "O6Lwmin goctyn K havinam n npuHtepam”.
HaHHas dyHKUMSA 3aKpbiTa N0 YMOMYaHUIO, O4HAaKO HEKOTOpPbIE NONb30BaTENN aKTUBMPYIOT ee Angd
yaobcTBa ucnonb3oBaHus B paboTe nnu yyebe;

4. He ucnonb3yn nyonuynein WI-FI ons nepegaym nuyHbIX AaHHbIX, HanpuMep Ang Bbixo4a B
coumnarnbHble CETU UMK B ANEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awuuieHHoe coeamnHeHne Yepes HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBoau MMeHHo "https://";

6. B MmobunbHoM TenedoHe oTknoun dyHkumio "Moakntodenne Kk Wi-Fi aTtomaTtudeckun”. He
Aonyckan aBToMaTMYeckoro noaknyeHuns ycrponctaea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTtu

CoumanbHble ceTU akTUBHO BXOASAT B HaLly XXW3Hb, MHOTME fntoau paboTaloT U XUBYT TaM
NOCTOSIHHO, a B Facebook yxe 3apernctpmpoBaH Munnuapg YenoBek, YTo SBAgeTcs OgHOM
ceabMou Bcex xutenen nnaHetbl. MHOrme nonb3oBaTeny He NOHUMALOT, YTO MHGOPMaLMS,
pasMeLleHHas UMK B coumarnbHbIX CETAX, MOXET OblTb HaeHa U UCNOSb30BaHa KEM YyrogHo, B
TOM 4ucne He obsaszaTernibHO ¢ 61arMMm HaMepeHNAMMU.

OcHoBHble coBeTbl N0 6E30NaCHOCTUN B COUManbHbIX CETSAX:

1. OrpaHunyb cnucok apysen. Y 1ebsa B Apy3bsX HE A0STHKHO BbITb Criyd4anHbIX U HE3HAKOMbIX
nmoaem;

2. 3awumuian cBOK YacTHYH XN3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOEro
POXOEHUA N OPYIYHO MNYHYIO MHGOPMaLUMIO. 3r0YMbILLIIEHHUKMA MOTYT UCMNOSIb30BaTb AaXe
MHdOPMaLUIO O TOM, Kak Tbl U TBOM pOAUTENN NNAHMPYeTEe NPOBECTU KAHUKYNbI;

3. 3awmuian ceo penyTaumio - AEPXM €€ B YNCTOTE 1 3agaBan cebe Bonpoc: xoTen bbl Thl,
4yTOObI ApYyrne Nonb3oBaTeNn BUAENN, YTO Thbl 3arpykaelb? [Nogyman, npexae 4Yem 4to-To
onybnukoBaTb, HanNUcaTb W 3arpy3nThb;

4. Ecnu Tbl rOBOPULLIb C MOAbMMW, KOTOPbIX HE 3HaeLLb, HEe UCMONb3YI CBOE pearbHoe NMS U
APYryH NINYHYI0 MHOPMaLUN: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U npoyee;

5. N3beran pasmelleHus potorpacun B MHTepHeTe, rae Tbl n306pakeH Ha MECTHOCTU, MO
KOTOPOW MOXHO OnpeaenuTb TBOE MECTOMOSIOXEHNE;

6. Npun perncTpaumm B coumanbHOM ceT He0BX04MMO UCMNONb30BaTh CINOXHbIE NApony,
cocToswme n3 BykB N UUAP M C KONIMYECTBOM 3HAKOB He MeHee 8;

7. nsa coumnanbHOM ceTu, NoYThbl U APYrMX canToB HEOOXOAMMO UCMOMNb30BaThb pasHble Naporu.
Torga ecnu Tebs1 B3NoMatoT, TO 3M0YMBILLMIEHHMKN NONy4YaT AOCTYN TOMNbKO K OAHOMY MECTY, a He
BO BCe cpasy.

OnNEKTPOHHbIE AEHBIN



OnNEeKTPOHHbIE AEHBLIN - 3TO OYEeHb YAO0OHbIN CNOCob NnaTexen, OAHAKO CYLLECTBYIOT MOLUEHHUKN,
KOTOpbI€ XOTAT NOMyYUTb 3TN AEHbIU.

3J'IeKTp0HHbIe OeHbIn NoABUITNCb coOBCEM HEOABHO U MMEHHO 13-3a 3TOI0 BO MHOITMNX
rocygapcrtBax o CUX nop He nponncaHo npo HMX B 3aKOHaxX.

B Poccuu xe oHun (byHKLI,I/IOHI/IpyI-OT M O HUX YyiKe MNMporncaHo B 3aKOHe, rae nx pasgendroT Ha
HECKONbKO BMOOB - aHOHUMHbIE N HE @aHOHUMHbIE. Pa3Hnua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpPbIX pa3peliaeTcd nposoanTb onepaunn 6es I/ILl,eHTI/I(bI/IKaLI,I/II/I nofib3oBaTersid, a B
HEAHOHNMHbIX VID,eHTl/I(pVIKaLI,VIﬂ nonb3oBaTtens aBnsgeTca obs3aTenbHON.

Takke cneayeT pasnuyaTb 3MeKTPOHHbIE dnaTHbIE AeHbIM (PaBHbI FOCYAapPCTBEHHbLIM BartoTam)
N 3NEKTPOHHbIE HE(UATHbIE AEHbIM (HE paBHbl FOCYAapPCTBEHHLIM BaroTam).

OcHoBHble coBeTbl No 6e3onacHoi paboTe ¢ ANEeKTPOHHBIMU AeHbramu:

1. MNpuBsxKN K cHeTy MOBUNBHLIN TenedoH. OTO caMblit YAOOHbIN 1 BbICTPLIA CNOco6
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBsa3aHHbIN TenedoH NOMOXET, ecnv 3abyaellb CBOW
nnaTexHbl Napofb Uu 3anjellb Ha CanuT C HE3HAKOMOro YCTPOWCTBA;

2. Ncnonb3yn ogHopasoBble naponu. [Nocne nepexoga Ha yCUNEHHYI0 aBTopu3aunio Tebe yxe He
OyneT yrpoxaTb OMacHOCTb KpaXu unu nepexsarta nraTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpecTtynHukam 6yaeT He NpoCTO yragaTh CROXHbIW Naporib.
HagexHble naponu - 3To Naponun, KoTopble coaepXaTt He MeHee 8 3HaKOB M BKNOYaloT B cebs
CTPOYHbIE U MPOMUCHbIE BYKBbI, LGPl U HECKOSTbLKO CMMBOJSIOB, Takne Kak 3HakK gonnapa, pyHTa,
BOCKNMUATEeNbHbIN 3HaK 1 T.n. Hanpuwmep, $tROng!;;

4. He BBOAM CBOM NIMYHbIE AaHHbIE HA canTax, KOTOPbIM HE JOBEpPSELLb.
OneKkTpoHHas noyTa

ONeKTpOoHHas NoYTa - 3TO TEXHOMOrMsA U NpeaocTaBisieMble et YCryri No Nepechbisike 1
NOJSTY4EHMIO 3MEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpedensitoTCa B KOMMNbIOTEPHON CeTH.
OBbIYHO 3MEKTPOHHBIV MOYTOBLIN ALWKK BbIFNSANT CrieayoLwmnm obpa3om:
UMs_Nnonb3oBaTena@ums_aomMeHa. Takke KpoMe nepegaymn NpocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepenasartb hannol.

OcHoBHble coBeThbl N0 6e3onacHon paboTe C INEKTPOHHOM MNOYTOMN:

1. Hago BbIbpaTb NpaBunbHbIN NOYTOBLINA CEPBUC. B MHTEPHETE €CTb OrPOMHBIN BbIGOP
BecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO Nyylle OBEPSTb TeM, KOro 3Haellb U KTO Nepsbi B
PENTUHTE;

2. He ykasbiBal B NINYHOM NOYTE NNYHYIO MHGOopMaumto. Hanpumep, nyywe BbiGpaTtb
"My3blkanbHbIi_haHat@" unu "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopm3aumio. ATO Koraa NOMMMO Napons HY>KHO BBOAUTb KOA,
npucbinaemsin no SMS;

4. Bbibepu cnoxHbi naponb. [ns Kaxaoro NoYToBOro siLMKa A0mMKeH ObiTb CBOW HAOEXHbIN,
YCTONYMBBLIN K B3IOMY Naporib;

5. Ecnu ecTb BO3MOXXHOCTb HanmcaTb CaMoOMy CBOW JINYHbIN BONPOC, UCMNOSb3YN 3Ty
BO3MOX>HOCTb;

6. Nlcnonb3yn HECKOMNBbKO NOYMTOBbLIX ALWKMKOB. MepBbI AN1si YaCTHOM NepPEnNCKN ¢ agpecaTtamu,
KOTOPbIM Thbl OBEPSELLb. DTO 3NIEKTPOHHbBIN agpec He Hag40 MCNOoNb30BaTh NPU perncTpaumn Ha
dopymax n cantax;



7. He oTkpbiBan chanrnbl 1 apyrue BroXeHUs B NUCbMax, Aaxe eCnuv OHU NMpuLLnmM oT TBOUX
apy3en. Jlydwe yTouHn y HUX, OTNpaBnsnn N oHn tebe atn annsi;

8. Nocne okoH4YaHMA paboTbl HA NOYTOBOM CEpPBUCE Nepen 3aKkpbiTUEM BKIaO4KM C CANTOM He
3abyap HaxaTb Ha "Beiitn".

KM6€p6yJ’IJ’IMHF nnn BnupTyarnbHOE N3geBaTesibCTBO

KnbepbynnuHr - npecnegoBaHve coobLieHnsaMu, cogepKallnmm ockopbneHms, arpeccutio,
3anyrmBaHue; XynmraHcTBo; counanbHoe 60MKOTUPOBaHME C MOMOLLILIO Pa3fIMYHbIX UHTEPHET-
CEepBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ KNbepbynMHIroMm:

1. He 6pocarica B 6on. Jlyywmin cnocob: nocoBeToBaThbCs Kak cebs BECTU U, €CIIN HET TOTO, K KOMY
MOXHO 06paTUTLCS, TO BHavane ycnokontbes. Ecnu Tl HaYHeLWb oTBeYaTb OCKOPONEHNsIMU Ha
ockopbGneHus, TO TONbKO eLle 6ornblue pasoxKeLlb KOHQINKT;

2. Ynpasnsau ceoen knbeppenytaumen;

3. AHOHMMHOCTb B CETU MHUMaS. CyUJ,eCTBleT CNocobbl BbISICHNTb, KTO CTOUT 32 aHOHUMHbIM
aKKayHTOM;

4. He cTouT BeCTu xynuraHckum obpas BUpTyanbHOW XU3HU. IHTepHeT omKcnpyeT BCce TBOU
AENCTBUS 1 CoOXpaHAaeT nx. Yaanutb nx Oyaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBoto BUPTYyarbHYH YECTb CMOSIOAY;

6. UrHopupyn egmHmnyHbIN Heratu. OQHOpPa30oBbLle OCKOPOUTENbHbIE COOBLLEHUSA NyYLle
urHopupoBaTb. OBbI4HO arpeccusi NpekpaLwaeTca Ha HavYanbHOW cTaguu;

7. BaH arpeccopa. B nporpammax oomeHa MrHOBEHHbIMU COOBLLIEHMAMMW, B COLIMANbHbBIX CETSX
€CTb BO3MOXHOCTb GITOKMPOBKM OTNPaBKM COOBLLEHWIA C ONPeaeneHHbIX aapecoB;

8. Ecnu Tbl cBngeTenb knbepbynnuHra. TBoM AeNCTBUS: BLICTYNUTb NPOTUB NpecneaoBaTens,
nokasaTb €My, YTO ero AenCcTBUS OLEHNBAKOTCA HEraTMBHO, NOAAEPXaTb XePTBY, KOTOPOWN HYXHa
rcuxonormyeckas noMoLLb, COOBLLMTL B3pOCNbIM O dhakTe arpecCUBHOIO NOBEAEHNS B CETMU.

MobunbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbI M NNaHLWeTbl cofepkaT B cebe BMnosiHe B3pocrblii yHKUMOHAN, U
Tenepb OHWM MOTYyT KOHKYPUPOBAaTb CO CTaLMOHaPHbLIMU KoMMbloTepamu. OaHako, cpeacTs 3aluThl
Ansi NOA06HbIX YCTPONCTB Noka 04eHb Maro. TecTUpoBaHNE M NMOUCK YSI3BUMOCTEN B HUX
NMPOUCXOONT He Tak MHTEHCMBHO, Kak ans MK, To e caMoe kacaeTcsl U MOBUIbHbIX MPUNOXKEHWIA.

CoBpeMeHHble MobunbHble Gpay3epbl yKe NPakTUYECKX AOrHanNM HacTorbHble aHanoru, ogHako
paclmpeHne yHKLMoHana BrneYeT 3a cobom 60nbLUyt0 CNOXHOCTb U MEHbLLYHO 3aLMULLEHHOCTb.

[laneko He Bce Nnpon3BOANTEITN BbINMyCKatkoT obOHoBIEHMS, 3aKpbiBawLWine KpUTn4eckme
YyA3BUMOCTU OJ14 CBOUX yCTpOIZCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTM MoOBUNbHOro TenedoHa:

Huyero He siBnsieTcs no-HacTosieMy 6ecnnatHbiM. Byab ocTopoxeH, Beap koraa tebe
npennaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO NiaTHble YCIyru;

Ayman, npexge 4yem otnpaButb SMS, poTo nnu Bugeo. Thl TOYHO 3HaelWb, rae oHn dyayT B
KOHEYHOM uTore?

Heobxoanmo o6HOBMATL ONepaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;

Mcnonb3yi aHTMBUPYCHbIE NporpamMMbl Ang MObunbHbIX TenedgoHoB;



He 3arpyxaw npunoXeHusi OT HEM3BECTHOIO UCTOYHMKA, BE€Ab OHN MOTYT coaepKaTb Bpe4OHOCHOEe
nporpammHoe obecneveHune;

[Mocne TOro Kak Tbl Bbln4ELLb C CalTa, rae BBOAWUIT NNYHYIO MHOpMaLMIo, 3aian B HACTPOMKN
Gpaysepa 1 yganu cookies;

I'Iepwo,u,mquKvl I'IpOBGpFIVI, Kakue rnraTtHble YCIyrn aktTuBupoBaHbl HA TBOEM HOMEPE;

[aBaii cBoi Homep MOBUbHOroO TenedoHa TOMbKO NOASIM, KOTOPbIX Thbl 3HAELLb U KOMY
[AOBepsieLLb;

Bluetooth gomxkeH GbITb BbIKMOYEH, KOr4a Tbl UM He Nonb3yelbes. He 3abbiBan nHoraa
NpPoOBEPATb 3TO.

Online wurpebl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTblBaOLWMNE pasBreYyeHns, obbeanHsowmne
COTHM TbICSIY YeroBEK N0 BCEMY MUPY. MIrpoKM nccrenytoT AaHHbIR UM MUp, obLiatoTest Apyr C
APYroMm, BbIMOSNHSIIOT 3afaHusi, cpaXatoTcs C MOHCTPaMM 1 MosyyatoT onbIT. 32 YA0BOMbCTBUE OHU
NNaTAaAT: NOKynawT AUCK, onraymBatoT aboHEMEHT U NpuobpeTatoT Kakne-TOo OnLuMn.

Bce aTu cpeacTBa nayT Ha nogaepkaHue U pasBuTUE Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPU3aLIMK, BbIMYCKAOTCS HOBbIE NaTyum (LMAPOBbLIE 3annaTku
ANs NporpaMm), 3akpblBaloTCs YsI3BMMOCTU CEPBEPOB.

B nogo6HbIX Urpax CToMT onacaTbCsi He CTONbKO CBOMX COMEPHMKOB, CKOSbKO KpaXku TBOEro
naposs, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aumy 6onbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTN TBOEro UrpoBOro akKkayHTta:

1. Ecnn gpyron urpok Beget cebs nnoxo unu cosgaet tebe HeNnpUATHOCTU, 3abNIOKMPYN ero B
CMUCKE UIPOKOB;

2. I'Io>|<any|7|09| aadMUHUCTPAaTopaM Urpbl Ha rnJioxoe noBegeHmne 3Toro Urpoka, XenartesibHo
NPUNOXNTb KakKne-T1o JoKa3aTesibCTBa B BUOE CKPUHOB,

3. He ykasbiBan nMyHyo nHopmaumo B npodansie nrpbl;
4. YBaxaun opyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBaun HeoduumanbHble NaTyn n Moabl;

6. icnonb3yn CrioXHble 1 pasHble Naponw;

7. [Jaxxe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oka Tbl UrpaeLlb, TBOM KOMMbIOTEP
MOryT 3apasuThb.

OULWNHT nnn KpaXka JIN4YHbIX OaHHbIX

O6bI4HOM Kpaxken OeHer U JOKYMEHTOB CEroAHs Y>Ke€ HUKOro He yAMBULb, HO C pas3BUTMEM
WHTEPHET-TEXHONOMN 3rI0YMbILLIIEHHUKM NEPEMECTUITUCE B MHTEPHET, N NPOJOoIKaloT
3aHMmMmaTbcesa "nobumbiM" genom.

Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLLIEHHNYECTBA MW (PULLKHT, rNaBHas Lenb KOTOpOoro
COCTOUT B NOJTy4eHUN KoHMAeHUMarnbHbIX aHHbIX NONb30BaTenen - IOrMHoB 1 napornen. Ha
aHrnunckoMm s3bike phishing untaetca kak guwmHr (ot fishing - peibHas nosns, password -
naponsb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLNHIOM:



1. Cneamn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, 4TO TBOS aHkeTa Obina B3fnioMaHa, To
HeobxoanMo 3abnokMpoBaTh ee U COOBLWUTL agMUHUCTPaTopam pecypca 06 3TOM Kak MOXHO
ckopee;

2. Vicnonb3yn 6e3onacHble Be6-CanTbl, B TOM YMCHE, UHTEPHET-MarasmHoOB 1 MOUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pa3Hble naponu. Takum obpasom, ecnm Tebsi B3nomatoT, TO
3M10YMBbILLMIEHHMKN NoflydaT JOCTYN TOMbKO K OAHOMY TBOEMY NMPOdUIIIO B CETU, @ HE KO BCEM,;

4. Ecnu Tebs B3nomanu, To HeobxoaMmo npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble
AoGaBneHbl y Tebsi B ApY3bsix, O TOM, YTO Tebs B3nomarnu 1, BO3MOXHO, OT TBOEro MMeHu GyaeT
paccbinaTbCs CnaM U CCbISTKN Ha OULLMHIOBbIE CalThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBunbHbIN TenedoH;
6. OTKNIO4YN coxpaHeHne napons B 6payaepe;

7. He oTkpbiBaun hannbl 1 gpyrue BroXeHUs B NUCbMax, AaXKe eCrn OHU NPULLIM OT TBOUX
Apy3en. Jlydwe yTouHU Y HUX, OTNPaBnanm v oHm Tebe atn cannbl.

Lindposas penytaund

LindppoBas penytaums - 370 HeraTMBHas UM NO3NTUBHAA MHpopMauns B ceTu o Tebe.
KomnpomeTupytowasa nHgpopmauus, pasMmeLleHHas B UHTEPHETE, MOXET cepbe3HbIM 06pa3om
OTPasnTbLCH Ha TBOEeW pearnbHON XN3HK. "Linposas penytaumsa” - 3To TBOM UMUOXK, KOTOPbIN
dopmMmupyeTca n3 Hgpopmauum o Tebe B UHTEPHeETE.

TBOE MeCTO XUTeNbCTBA, y4ebbl, TBoe (PMHAHCOBOE NOSIOXKEHNE, OCOOEHHOCTU XapakTepa U
pacckasbl 0 65IM3KNX - BCe 3TO HaKannmMBaeTCcs B CETH.

MHorne nogpoCTKM NIErKOMbICITIEHHO OTHOCATCS K Ny6nukauum nn4yHon nHpopmauumn B IHTepHeTe,
He NOHMMasa BO3MOXHbIX MOCNeACTBUI. Thl fJaXe He CMOXeLUb JoragaTbCs O TOM, YTO
doTorpadums, pasmelleHHasn 5 net Hasapg, ctana NPMYNHON OTKala NpPUHATL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBomx ootorpadoum n gpyrme eNCTBUS MOTyT HE UCYE3HYTb Jaxe
nocrne Toro, Kak Tbl UX yaanuiwb. Tbl HE 3Haellb, KTO COXpaHuI 3Ty MHOpMaLMIo, nonana fiv oHa
B MOMCKOBbIE CUCTEMbI U COXPaHWUNAch NN OHa, a rMaBHOE: YTO NOAYMatoT O Tebe oKkpyxaroLue
nogun, KoTopble HanQyT U yBUOAT 9T0. HanTn nHdopmauuio MHOMo fieT CnycTss CMOXeT ntobon -
Kak n3 gobpbix NOGYXOEHUIN, TaK U1 C HAMEPEHNEM MPUYUHUTL Bped. ITO MOXET ObITb KTO YrogHO.

OcCHOBHbIE COBETLI MO 3aLMTE LMGPPOBON penyTaunmn:

1. Mogyman, npexae 4em 4To-TO NyGnmMkoBaTh U NnepeaasaTtb y cebs B 6nore unm B coumansHOM
ceTu;

2. B HacTpoukax npounsa yCTaHOBWU OrpaHNYeHns1 Ha NPOCMOTP TBOEro Npodund n ero
COLEepPXXMMOro, caenamn ero Tonbko "ansa gpysen'”;

3. He pa3mellan n He ykasbiBan MHOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTte nnu
obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMbHUKM - aKTUBHbIE NoNb3oBaTenu LMdpoBoro npoctpaHcTea. OgHako aaneko
He BCe 3HaloT, YTO NOSNIb30BaHNE MHOTMMW BO3MOXHOCTSIMM LIMKOPOBOro Mypa TpebyeT
cobntogeHust NpaB Ha MHTENNEeKTyanbHyt0 COOCTBEHHOCTb.

TepmuH "MHTENNeKkTyanbHass CO6CTBEHHOCTL" OTHOCUTCS K Pas3fNYHbIM TBOPEHUAM
4YesloBEeYEeCKOro yma, HaumHasi C HoBbIX M300peTeHnin 1 3HaKoB, 0603HavalLMX COOCTBEHHOCTbL Ha
NPOAYKTbI U YCNyru, U 3akaH4mMBas KHUramu, potorpadpunamm, KUHOUNbMamMn 1 My3blKanbHbIMN
npoun3segeHNs M.



ABTOpCKME Npaea - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COBCTBEHHOCTb HA NPOU3BEAEHUSI HAYKM,
nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTMKM TOro, YTO
WHTENNEKTyanbHbI/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy cnpaBefiMBble
BO3MOXHOCTU 3apaboTaTb Ha pe3yrbTaTtax CBOEro Tpy4a, NonyyYnTb U3BECTHOCTb U NMPU3HaHKeE.
HukTo 6e3 paspelleHns aBTopa He MOXET BOCNPOU3BOANUTb €ro NPon3BeAeHNe, pacrpoCcTpaHsTh,
ny6rnMyHO 4EMOHCTPUPOBATb, MPoAaBaTh, MMNOPTUMPOBATL, MyckaTb B NpokaT, NnybrnMyHo
NCMNOMHSATb, NOKa3bIBaTL/MCNONHATL B 3dupe unu pasmellaTs B IHTepHeTe.

Ncnonb3oBaHue "nupaTtckoro" nporpaMMHOro obecnedeHnst MoXeT NPUBECTU K MHOTUM pUCKaM:
OT NOTEPW AaHHbIX K TBOMM akkayHTaM 40 GIIOKMPOBKM TBOErO YCTPOWCTBA, F4e yCTaHOBMNEHA
HeneranbHas nporpammMa. He ctout Takke 3abblBaTb, YTO CYLLECTBYIOT NeranbHble 1 6ecnnaTHble
nporpaMmbl, KOTOpPblE MOXXHO HAlTK B CETU.

O nopTane

CeTeBMYOK.pg - TBOW IMaBHbIN COBETYUK B CETU. 34ECh Thl MOXELLb Y3HaTb O 6€30MacHOCTM B
CeTU NOHSITHLIM U AOCTYMNHbLIM SI3bIKOM, @ NPU BO3HUKHOBEHUWN KPUTMUYECKOW CUTYyaLmMmM obpaTuTbes
3a coBeTOM. A Takke NPUHATb y4acTue B KOHKypCax M cTaTb cambiM LMPOBbLIM rpaxkgaHnHOM!

Mpunoxexne N 3
NAMATKA ona POOUTENENA OB MH®OPMALIMOHHOWN BE3OMNACHOCTU OETEN

OnpepgeneHne TepmuHa "nHopmaumoHHasa 6e3onacHocTb aeTen" cogepxutcsa B PegepanbHom
3akoHe N 436-93 "O 3awmTte geten OT MHpopMaLmn, NMPUYMHSIOLEN Bpes UX 300POBbLIO U
pasBUTUIO", PEryrMpyoLWLNUM OTHOLLEHUS, CBSA3aHHbIE C 3alMTON AeTen OT MHGopMaLnu,
NPUYNHAOLLEN Bpen UX 300pOBbI0 U (Unn) pa3suTuto. CornacHo AaHHOMY 3aKOHY
"MHgopMaunoHHas 6e3onacHoCTb AeTen" - 3TO COCTOSAHME 3aLLMLLEHHOCTU, NPU KOTOPOM
OTCYTCTBYET PUCK, CBA3AHHbIV C NPUYNHEHNEM NHOPMaLMen Bpeaa Ux 300pPOBbLI0 U (M)
PU3N4ECKOMyY, NCUXUYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-93 nHpopmaumen, NpUYNHSIOLLIEN Bpes, 340POBbIO U (Unn)
pasBuUTUIO AeTeN, ABNAETCA:

1. tHdopmauums, 3anpeLleHHada onga pacnpocTpaHeHnsa cpeau oeTen;

2. NHpopMaLum4, pacnpocTpaHeEHNE KOTOPOW OrpaHNYEHo cpean neTen onpeaeneHHbX
BO3pacCTHbIX KaTeropun.

3. K nHpopmaumm, sanpeLleHHon ansa pacnpocTpaHeHust cpeau geTen, OTHOCUTCS:

4. nHpopmaums, nobyxaaroLas geTen K COBEPLUEHUIO AENCTBUN, NPEeACTaBSIOWMX Yrpo3y nx
XWU3HU 1 (UNN) 30OPOBLID, B T.4. NPUYNHEHUIO Bpeda CBOEMY 340POBbI0, CAMOYOUNCTBY;

5. cnocobHOCTL BbI3BaTb Y AETEN XenaHue ynoTpebuTb HApKOTUYECKNE CPEeACTBa, NCUXOTPONMHbIE
n (Mnun) ogypmaHuBaroLme BellecTBa, TabayHble 3genuns, ankorosibHy U CIMPTOCOAEPKALLYO
NPO4YKUMIO, MUBO U HAaNUTKKN, N3roTaBMBaEMbIE Ha €ro OCHOBE; NMPUHATb y4acTue B a3apTHbIX
urpax, 3aHMMaTbCsl MPOCTUTYLMEN, BPOASKHNYECTBOM NN NONPOLUANHNYECTBOM;

6. oboCcHOBbIBaKOLLAA UK onpasAbiBarolada AonyCTMMOCTb Hacumma m (I/IJ'IVI) XeCcTokoCcTn nmbo
no6y>|<,qa+ou.laﬂ OCYLLeCTBIIATb HACUJTbCTBEHHbIE AENCTBUS MO OTHOLLEHMIO K NOASAM U XUBOTHbIM;

7. oTpuuatoLLlas cemeliHble LEHHOCTU 1 hopMUPYIOLLAs HeYBaXKeHMe K poauTensam v (Unu) apyrum
YyrieHam cembM;

8. onpaBapbIBaloLLaa NPOTUBONPaBHOE NOBEAEHNE;
9. coaepxkallasi HeLLeH3ypHyto bpaHb;

10. cogepxalias nHopmaLunio NopHorpadomnyecKoro xapakrepa.



K nHopmaumm, pacnpocTpaHeHne KOTOPOW orpaHNYeHo cpean geTen onpeaeneHHoro Bo3pacTa,
OTHOCUTCS:

1. tHdopmauus, npeacraBnsemas B Buae n3obpaxeHust Nnm onncaHns XXecTtokKoCTH,
un3n4eckoro n (MNKn) NCUXNHECKOro HACUNNA, NPECTYNNEHNA NN MHOFO aHTMOOLLECTBEHHOIO
JEencTBuS;

2. BbI3blBatoLLas y AeTein cTpax, yxac unu naHuky, B T.4. NnpeacraBnsemas B Buae n3obpaxeHus
NN ONUCaHUA B YHWXKAIOLLIEN YenoBeYeckoe AOCTOMHCTBO (hopMe HEHACUNbCTBEHHOW CMEPTH,
3aboneBaHus, camoybuncTea, HECHaACTHOrO Cryyasi, aBapum Unu katactpodbl 1 (Mnn) nx
nocneacTBui;

3. npeacrtasnsiemas B BUAe N300paxkeHnst Unm onmcaHusi NOSIOBbIX OTHOLLEHUI MEXAY MY>XYMHOM
N XKEHLLMNHOW;

4. cogepxallasn bpaHHble croBa U BblpaXKeHUsl, He OTHOCSLLMECS K HELLIEH3YPHOW BpaHu.

C yyeTom atoro Bam npegnaratotca npasuna paboTbl B ceTn IHTepHET Ans pasnuyHbIX
BO3PAaCTHbIX KaTeropui, cobnogeHne KoTopbiX N03BONUT o6ecnevnTb MHPOPMAaLMOHHYO
©e3onacHOCTb BallMX AeTen.

O6wwme npasuna ans poaMtenen

1. HesaBncumo ot Bo3pacta pebeHka ncnonb3ynTte nporpaMmHoe obecneyeHune, nomorarllee
JuNbTPOBaTb U KOHTPONMPOBATbL MHPOPMaLMIO, HO He NnoslaranTecb NOSIHOCTLIO Ha Hero. Balle
BHUMaHue K pebeHKy - rnaBHbIN MeTo 3aLunThbl.

2. Ecnv Baw pebeHoKk MeeT akkayHT Ha 04HOM U3 coumnarnbHbiX cepsucos (Livedournal,
blogs.mail.ru, vkontakte.ru u 1.n.), BHUMaTENBLHO N3yuYnTE, KaKyto MHpOpMaLMIO NOMELLAIOT Ero
YYaCTHUKM B CBOUX Npochmnsax n 6norax, Bkiovas potorpadumn n Buaeo.

3. NpoBepbTe, C KAakUMK ApYrMMun cantTamum CBA3aH coumanbHbli cepsuc Balwero pebeHka.
CtpaHunykmn Bawero pebeHka moryT 6biTb 6€30MacHbIMW, HO MOTYT U COAEepPXaTb CCbISIKN Ha
HexxenaTernbHble U OnacHble CanTbl (HanpumMep, NOPHOCANT, UK CanT, Ha KOTOPOM ApYr
ynoMMHaeT Homep coToBoro TenedoHa Bawero pebeHka unv Baw gomaluHuii agpec)

4. Moowpsnte Bawwnx geten coobiate 060 BCEM CTPAHHOM UIK OTTaNKMBaKLWEM U HE CANLLIKOM
OCTpO pearnpymTte, Korga oHM 370 genatoT (M3-3a onaceHust NoTepsTb JOCTYN K VIHTepHeTy aetu
He roBopsAT poaMTensam O npobnemax, a Takke MoryT HadyaTb Mcnonb3oBaTb MHTEpPHET BHE Aoma 1
LLKOSbI).

5. bygbTe B Kypce ceTeBoW xn3Hn Bawero pebeHka. HTepecynTech, KTO nx apy3bda B IHTepHeT
TakK e, Kak MHTepecyeTecCb pearnbHbIMU OPY3bAMU.

BospacTt ot 7 no 8 net

B VIHTepHeTe pebeHoK cTapaeTcsa NOCETUTb T€ UMK UHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspeLlleHne Ha NoceLleHne KOTopbiX OH He nony4un 6bl oT pogutenei. Noatomy poautensam
0cOBeHHO nornesHbl byayT Te OTYeThl, KOTOPbIE NPEAOCTaBASATCS NPorpaMMammn No OrpaHUYEHNIo
ncrnonb3oBaHus NHTepHeTa, T.e. POANTENLCKUI KOHTPOSb UK TO, YTO Bbl CMOXETE YBUAETb BO
BpeMeHHbIX (barinax. B pesynbTaTte, y pebeHka He ByaeT owyLeHns, 4To 3a HUM BeaeTcs
NOCTOSIHHbIN KOHTPOSb, OAHAKO, poauTenn ByayT no-npexHemy 3HaTb, Kakme canTbl NoceLwaeT nx
pebeHok. [leTn B faHHOM Bo3pacTe ob6nagatoT CUMbHbIM YYBCTBOM CEMbW, OHU AOBEPYUBBI U HE
COMHeBatoTce B aBToputeTax. OHu nobaT nrpatb B CETEBbLIE UMPbI U NyTewecTBOBaTb MO
NHTepHeTy, UCNosnb3ys aNeKTPOHHYIO NOYTY, 3aX0AUTb Ha CanTbl U YaTbl, HE PEKOMEHOOBaHHbIE
poauTensamu.

CoBeTbl N0 6e3onacHocTh B ceTn IHTepHeT ana aeten 7 - 8 net



1. Co3sganTe CnMcoK JOMaLLHUX NpaBun noceLleHns MHTepHeTa npu yyactum geten n Tpebyinrte
€ro BbINOJSTHEHUS.

2. Tpebynte oT Bawero pebeHka cobntofeHnsi BpEMEHHbIX HOPM HaXOXOeHUs 32 KOMMNbIOTEPOM.
MNMokaxwuTte pebeHky, 4To Bbl HabnogaeTe 3a HUM He NOoToMy 4TO Bam 310 Xo4eTcs, a NOTOMy YTO
Bbl 6ecnokouTech 0 ero 6e3onacHocTv 1 Bcerga rotoBbl €My NOMOYb.

3. KomnbtoTep ¢ nogkntoyeHnem K MIHTepHeTy SOMmKeH HaxoauTbesi B 0OLLen KoOMHaTe nog
NPUCMOTPOM poanTenen.

4. |/|CI'IOJ'Ib3yI7ITe crneunarnbHble OeTCKNe NoONCKoBblE MaLLUUHbI.

5. Ncnonb3ayite cpeacTtea 6NMokMpoBaHUs HeXernaTenbHOro KOHTEHTa Kak AOMNOMHeHue K
cTaHAapTHOMY PoauTenbCckoMy KOHTPOSIHO.

6. Co3gante CeMEeNHbIN SNEKTPOHHbIN ALWMK, YTOObI HE NO3BONUTL AETAM UMETb COOCTBEHHbIE
agpeca.

7. BriokupyiiTe gOCTyN K calTam ¢ 6ecnnaTHbIMU NOYTOBLIMU ALLIMKAMU C MOMOLLbHO
COOTBETCTBYIOLLErO NPOrpaMMHOro obecneyeHus.

8. NpuyunTte geten cosetoBaTbecs ¢ Bamun nepen onybrimkoBaHMEM Kakon-nnbo nHdopmaumm
cpencTBaMu SNEKTPOHHOW NOYTbI, YaToOB, PErnMCTpPaLUMOHHbBIX hOpM 1 Npounen.

9. Hayuute geten He 3arpyxaTb ansnbl, nporpamMmmbl UnNn My3blky 6€3 Ballero cornacusi.
10. He paspewante getsMm ncnonb3oBaTh Cy»0bl MTHOBEHHOrO 0O6MeHa CoobLEeHMAMN.

11. B "6enbin" cnncok cantoB, paspeLUleHHbIX A5 NOCeLeHnsi, BHOCUTE TOSTbKO CanThbl C XOPOLUEN
penyTaumnen.

12. He 3abbiBante 6ecegoBaTb ¢ AeTbMu 06 nx apy3bsx B HTepHeTe, kak ecnv Bbl peyb wna o
APY3bsiX B peanbHOM XU3HMW.

13. He genante "taby" n3 BONpoCcoB NOMOBOW XM3HW, TaK Kak B VIHTEpHETe AeTN MOryT nerko
HaTKHYTbCS Ha NopHorpaduio unu cantbl "gns B3pocsbIxX".

14. Mpwnyunte Bawero pebeHka coobuiatb Bam O NOObLIX yrpo3ax Unu Tpeeorax, CBA3aHHbIX C
NHTepHeToM. OcTaBanTeCb CNOKOMHBbIMU Y HAaNMOMHUTE AETAM, YTO OHU B 6€30MacHOCTU, eCnu
camu pacckasanu Bam 0 CBOMX TpeBorax. [oxsanuTte nx n nocoBeTynTe NogouTU eLle pas B
nogoObHbIX cryvasx.

Bospact geten ot 9 no 12 net

B naHHOM Bo3pacTe AeTu, Kak NpaBurio, YXKe HachbllaHbl O TOM, Kakas MHopMaLns CyLLecTByeT
B MiHTepHeTe. CoBepLUEHHO HOPMAarbHO, YTO OHU XOTHAT 3TO YBUAETb, NMPOYECTb, YCnbilwaTh. [Mpu
9TOM HY)XHO NMOMHUTb, YTO OOCTYN K HEeXenaTenbHbIM MaTepranamM MOXHO Nerko 3abnokMpoBaTb
npv nomoLuy cpeacTs PoanTenbckoro KOHTpons.

CoBeTbl No 6e3onacHocTu ansg geten ot 9 o 12 ner

1. Co3ganTe cnMCOK OMAaLLUHUX NpaBun noceweHns MHTepHEeT npu y4acTum geten n Tpedynte
€ro BbIMNOSTHEHUS.

2. Tpebynte oT Bawero pebeHka cobnogeHnsi HOPM HaxXoXA4eHWS 32 KOMMNbIOTEPOM.

3. HabntoganTte 3a pebeHkoM npu paboTe 3a KOMMLIOTEPOM, NOKaXUTE eMy, 4TO Bhbl
Becnokontechb 0 ero 6e30MacHOCTM 1 BCerga rotoBbl OKa3aTb eMy NMOMOLLb.

4. KomnbloTep ¢ nogkrntoyeHnem B MIHTEpHET JOMKEH HAXOAUTbCS B 06LLEN KOMHATE MoA
NPUCMOTPOM poguTenen.



5. Ncnonb3ayite cpeacTea 6NMokMpoBaHUs HeXernaTenbHOro KOHTEHTa Kak AOMNofHeHue K
cTaHgapTHOMY PoanTenbCKoMy KOHTPOHO.

6. He 3abbiBaniTe npMHMMaTb HENOCPEACTBEHHOE y4acTue B xun3Hu pebeHka, becenosaTtb C
aetbMu 06 nx gpysbsax B MIHTepHeTe.

7. HactauBawTe, 4Tob6bl AETU HUKOTA4A HE COrnallanumch Ha SIMYHbIE BCTPEYN C APY3bSMM MO
NHTepHeTy.

8. NosBonsanTe AeTaM 3axoguTb TONbKO Ha canTbl U3 "6Genoro” cnucka, KOTopbIn co3ganTe BMecTe
C HAMW.

9. Mpuyunte geTen HUKOrAa He BblAaBaTb NUYHYO MHOPMaLMIO cpeacTBaMmn NEKTPOHHOM
MoYTbl, 4aTOB, CUCTEM MIHOBEHHOIO 06MEHa COOBLLEHNAMUN, PETMCTPALMOHHBIX (POPM, FTIUYHbIX
npodcmnen n npu perncTpaumum Ha KoHKypcol B MIHTepHeTe.

10. Npuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHnsa. O6bACHUTE UM, YTO
OHW MOTYT CNyYanHo 3arpy3nTb BUPYCbl UK APYroe HexenaTensHoe nporpaMmmHoe obecneyeHue.

11. Co3pante Bawemy pebeHKy orpaHMYeHHY0 YYETHYHO 3anucb Ansi paboTbl Ha KOMMbIOTEPE.

12. Mpwnyunte Bawero pebeHka coobuiate Bam O NOOLIX yrpo3ax Unu TpeBorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe getam, 4to oHM B 6€30MacHOCTK, eCnv camun pacckasanv BaM O CBOMX
TpeBOrax n onaceHusx.

13. PacckaxuTe getam o nopHorpadum B IHTepHeTe.

14. HactamBanTe Ha TOM, YTObbI JeTK NPeaoCTaBnsanM Bam AOCTYN K CBOEN 3NEKTPOHHOM NoyTe,
4YTOObI Bbl YOEANNUCH, YTO OHM HE ObLLATCH C HE3HAKOMLIAMM.

15. O6BbACHUTE OETAM, YTO HEMb3s UCMOMb30BaTb CETb ANS XyNUraHCTBa, pacnpocTpaHeHUs
CNNEeTEH UM yrpos.

Bospact geten ot 13 go 17 net

B aTOM Bo3pacTe NnogpoCTKM akTUBHO UCMOSb3YHOT MOUCKOBbIE MALUUHbI, NOSIb3YHTCS
9NEKTPOHHOM NMOYTON, CNyx6amMmm MrHOBEHHOro 06MeHa COOBLLEHNAMN, CKaYMBaAKOT MY3bIKy U
dunbmMbl. Manb4mkam B 3TOM Bo3pacTte 60sibLie N0 HpaBy CMeTaTb BCE OrpaHUyeHusi, OHU
XaxayT rpyboro rtoMmopa, asapTHbIX Urp, KAPTUHOK "ansa B3pocnbiX". [JeBOYKN npegnoynTaroT
obLaTbecs B YyaTax, Npy 3TOM OHU ropa3go boree YyBCTBUTESbHbI K CEKCyasibHbIM
AomoraTenscteam B IHTepHeTe.

3avacTylo B JaHHOM BO3pacTe poOAUTENSM yXKe BECbMa CIOXHO KOHTPONMPOBaTb CBOUX AETEN,
Tak kak 06 MIHTepHeTe OHU yXKe 3HaIOT 3Ha4YnUTENbHO Borblle CBOMX poauTenen. Tem He MeHee,
He oTnyckanTe geten B "cBobogHoe nnasaHmne" no MHTepHeTy. CTapanTecb akTUBHO y4acTBOBaTb
B 06weHun pebeHka B HTepHeTe.

BaxxHo no-npexxHemy cTporo cobnoaate npaeuna MIHTepHeT-6e30MacHOCTM - cornalleHne mexay
poauTensaMu 1 AetbMn. Kpome Toro, He06X0AMMO Kak MOXHO Yallle NpocMaTpuBaTh OTYETHI O
AeatenbHocTn aeten B MIHTepHeTe. CneayeT o6paTuTb BHUMaHUE Ha HEOGXOANMOCTb
coaepkaHust poauTenbCkux naponen (naponen agMMHUCTPATOPOB) B CTPOrOM CEKpeTe U
06paTUTb BHUMaHNE Ha CTPOrOCTb 3TUX Naponen.

CoBeTbl N0 6Ge3onacHocTn B 3ToM Bo3pacTte oT 13 oo 17 net

1. Co3ganTe cnMCOoK OMaLUHUX NpaBun noceweHns MIHTepHeTa npu y4actum nogpoCcTKOB U
TpebynTte 6e3ycnoBHOro ero BbinosiHeHusi. ObroBopuTte ¢ pebeHKOM CNUCOK 3anpeLLEHHbIX CauToB
("yepHbIn cnncok"), Yackl paboTbl B IHTEpHETE, pYKOBOACTBO MO 06wWeHuto B MHTepHeTe (B TOM
yucrne B Yatax).

2. KOMI'IbPOTep C NoaKrito4eHnem K cetu MHTepHeT AOMMKEeH HaxoauTbeca B obLen KomHaTe.



3. He 3abbiBante 6ecenoBaTh C eTbMU 06 X Apy3bsx B VIHTEpHETE, O TOM, YEM OHU 3aHATbI
Takum obpasom, ByaTo peydb naeT o Apy3bax B peanbHou XnsHu. CnpawmsanTte o noaax, ¢
KOTOpbIMM AeTh obLLatoTcst NocpeacTBOM Cry>K6 MrHOBEHHOroO obmeHa coobLeHnaAMK, YToobbl
y6eauTbCs, 4TO 3TV Noan UM 3HAKOMBI.

4. Ncnonb3ynTe cpencrtea 6r10KMPOBaHUS HEXeNaTenbHOro KOHTEHTA Kak AOMNOSIHEHME K
cTaHgapTHOMY PoauTeribCKOMYy KOHTPOSHO.

5. HeobxoamMmo 3HaTb, KakuMu YaTtamm nonb3ytoTcs Bawwm aetun. Moolupsinte ncnonb3oBaHne
MOZEepUPYEMbIX YaTOB M HAacTanBanTe, YToObl 4eTW He 0OLIanMcb B NPMBaTHOM PEXUME.

6. Hactanante Ha ToM, 4TOBbI AeTN HUKOrAa He BCTPeYanuchb JIMYHO C APY3bAMU U3 CETU
NHTepHeT.

7. MNpuyunte geTen He BblgaBaTb CBOK NMYHYO MHAOPMALIMIO CPEACTBAMW SNEKTPOHHON MOYThI,
4aToB, CUCTEM MIHOBEHHOIo 0O6MeHa COOOLLEHUSMU, PETUCTPALMOHHBLIX (POPM, NINYHBLIX
npodcpmnen n npu pernctTpaunm Ha KoHkypcbl B IHTepHeTe.

8. Mpuyunte geTen He 3arpyxaTb nporpammbl 6e3 Baluero paspelieHnst. OGbSCHUTE UM, YTO OHU
MOTyT Cry4anHO 3arpy3nTb BUPYCbl UK Apyroe HexenaTtenbHoe nporpaMMHoe obecneyeHme.

9. MNpuyunTe Bawero pebeHka coobLliaTb Bam 0 NobbIX yrpo3ax unm TpeBorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe geTam, 4to oHM B 6€30MacHOCTK, eCcnv camun pacckasanu BaM, O CBOMX
yrposax unm Tpesorax. [loxsanute nx n NocoBeTynTe NOAONTU eLle pa3 B NOAOOHbIX Criyyasx.

10. Pacckaxute geTtsim o nopHorpadumn B MiHTepHeTe. [oMmornte um 3alwmTMTbCS OT cnama.
HayunTe nogpocTkoB He BbligaBaTh B IHTEpHETE CBOEro pearlbHOro afeKTPOHHOro agpeca, He
oTBeYaTb Ha HexenaTernbHble MMCbMa U UCMOSb30BaTh CrelnarnbHble NoYToBble PUNBbTPBI.

11. Mpuyunte ceba 3HAKOMUTBLCS C canTaMu, KOTopble NoceLLarT NOgPOCTKN.

12. Hayunte geten yBaxaTb OpYrnX B UHTepHeTe. YbeauTech, YTO OHM 3HAKOT O TOM, YTO nNpasuna
XOpOLLEro NoBeaeHnst AENCTBYIOT BE3AE - AaXe B BUPTyallbHOM MUpE.

13. OOGBbSACHUTE OETSAM, YTO HM B KOEM CrlyYyae Henb3s ncnosnb3oBaTb CeTb ANS XyrnUraHcTea,
pacnpocTpaHeHUs1 CNeTeH UNK Yrpo3 ApYruM FHAsM.

14. O6cyauTe ¢ noapocTkaMum NpoGremMbl CETEBLIX a3apTHbBIX UMP Y X BO3MOXHbIN PUCK.
HanoMHuTe, 4TO 4ETM HE MOTYT UrpaTb B 3TU UrPpbl COrNACHO 3aKOHY.

[MoCTOAHHO KOHTpONMpPYNTE ucnonb3oBaHne VIHTepHeTa Bawmm pebeHkom! 3T0 He HapyLleHne
€ro NMYHOro NPOCTPaHCTBa, a Mepa NPeaoCTOPOXKHOCTU U NposiBrieHne Ballen poautenbckom
OTBETCTBEHHOCTU 1 3a00ThI.



