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ITIOMHHMUTE!
BAIIIA THO®OPMAIIMOHHASI BE3OIMMACHOCTH 3ABUCHUT TOJBKO OT BAIIEWA BJAWUTEJbHOCTH!

IMamsTKa A5 00yIAI0MIMXCS
00 mrdopMANHOHHOH De30MACHOCTH JeTei.

HEJIb351

1. BeceM mogpsim cooOmars CBOK YacTHYIO HMH(MoOpManuio (HacTosmme ums, (GaMUuInio, TEIe(OH,
azpec, HOMep IIKOJbI, a Takke pororpaduu CBOU, CBOCH CEMbH H Jpy3eii);

2. OTKpBIBaTh BJIOKEHHBIE (DAiIIbl 37IEKTPOHHON MOYTHI, KOT/1a HE 3HACILIb OTIIPABUTEIS;
3. I'pyOuth, mpuanpaThcsi, OKa3bIBaTh AaBJICHHUE - BECTH C€0s1 HEBEKIIMBO U arPECCUBHO;

4. He pacmopspkaiics OeHbraMu TBOEH ceMbH 0e€3 paspellleHus CTapliuX - BCErAa CIpalluBaii
poauTenen;

5. He Bcrpeualics ¢ IHTepHET-3HAKOMBIMU B PEaJIbHOM KM3HU - IIOCOBETYMCS CO B3POCIBIM, KOTOPOMY
JIOBEpsICIIb.

OCTOPOXHO

1. He Bce numyt npaBnay. Yuraems o cebe HempaBay B MHTepHeTe - cooOumu 00 3TOM CBOUM
POIUTENSIM WU ONIEKYHAM;

2. [IpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OOMEHUBATHCS - IPOBEPD, HET JIU MI0JIBOXA;
3. He3zakonHoe konupoBanue (aiinos B IHTepHETE - BOPOBCTBO;
4. Becerna pacckasbiBail B3pOCiIbIM 0 Mpo0ieMax B CETH - OHU BCET/la TIOMOTYT;

5. Ucnonp3yit HacTpoiiku ©0€30MacHOCTH W MPUBATHOCTH, YTOOBI HE MOTEPSITh CBOM AKKAYHTHI B
COLICETSX U JIPYruX MopTanax.

MOKHO

1. YBaxaii Ipyrux mnojab30BaTeseH;

2. Ilonp3yembcss MHTEpHET-UCTOUYHHUKOM - JIENall CCBUIKY Ha HETO;
3. OTKpBIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarecs 3a MOMOIIBIO B3POCIHBIM - POJIUTENH, ONEKYHbl M aIMHHHUCTpALUs CaiTOB Bcerna
IIOMOT'YT;

5. IIpoitan oOyuenue Ha caiiTe «CeTeBHYOK» U TOJYYH MACTIOPT MUGPOBOTO rpakaaHuHa!
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ITIOMHHMUTE!
BAIIIA THO®OPMAIIMOHHASI BE3OIMMACHOCTH 3ABUCHUT TOJBKO OT BAIIEWA BJAWUTEJbHOCTH!

HudopManuoHHAS HAMATKA JJIS 00yIAIOMIHXCSL,

C KaXXIpIM TOJJOM MOJIOJICKH B MHTEPHETE CTAHOBUTCS OOJIbIIIE, a IIKOJbHUKU OJHU U3
CaMbIX AaKTMBHBIX IOJib30oBarened Pynera. Mexay TeM, NOMHMO OIPOMHOIO
KOJINYECTBAa BO3MOKHOCTEU, UHTEPHET HECET U MIPOOJIEMBI.

OTta namsaTKa JOJIDKHaA IIOMOYb Tebe Oe301macHo HaXxoAUTbCA B CCTH.

Komnbrotepabie BUPYChI

KoMmbroTepHslii  BUPYC - 3TO  PAa3sHOBUIAHOCTh  KOMIIBIOTEPHBIX  IPOTPaMM,
OTJIMYUTEIBHON OCOOCHHOCTBIO KOTOPOH SIBJISIETCS CIOCOOHOCTh K pa3sMHOXKeHHUIo. B
JOTIOJIHEHUE K 3TOMY, BHPYChl MOTYT MHOBPEIUTH WJIH IOJHOCTBIO YHUYTOXHUTH BCE
¢daiinpl M JaHHbIE, TOJKOHTPOJIBHBIE IOJI30BATEN0, OT HMMEHHU KOTOPOro Oblia
3amylieHa 3apakeHHash IporpaMma, a TakKe MMOBPEAWTb WM JaXKE€ YHUUYTOXKUTH
ONEpPallMOHHYI0 CUCTEMY CO Bcemu (haiimamMu B 1ejoM. B OOJIbIIMHCTBE cilydaeB
pPacupoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

Memoowl 3awumuvl om 6pe0OHOCHBIX NPOSPAMM.:

1. Ucnionb3yil COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBbI, HMEIOIITUE CEPhE3HBIN YPOBEHD
3alUTHI OT BPEIOHOCHBIX IPOrPaMM;

2. IlocTogHHO ycTaHaBIMBail madyT (LUUQPOBBIE 3aIIaTKU, KOTOPbIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C IEJbI0 JOPaOOTKH HPOrpaMmbl) M ApyrHue OOHOBIIEHUS CBOEH
ornepanuoHHoi cuctembl. CkaunBail UX TOJBKO ¢ O(UIMATIBHOTO caiiTa pa3paboTurKa
OC. Ecnu cymiecTByeT peXuM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKJIFOUH €T0;

3. Paboraii Ha cBOEM KOMITBIOTEPE MO TIPaBaMU IMOJB30BATENs, @ HE aJIMUHUCTPATOPA.
DT0 HE TO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IMPOrPaMM MHCTALTIUPOBATHCSA Ha TBOEM
MIEPCOHAIBHOM KOMITBIOTEPE;

4. Ucrionb3yil aHTUBHPYCHBIE TTPOTPAMMHBIE TTPOTYKTHI U3BECTHBIX MPOU3BOIUTENCH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHELIHME HOCUTENN HHPOpPMALIMY, TaKhe KakK (uielika, TUCK win (aitn u3
MHTEPHETA, TOIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIbIOTEpHBIE (haiisibl, MOJYyYECHHBIE U3 HEHAJEKHBIX HNCTOYHHKOB.
Jlaxxe Te (aiiibl, KOTOpbIE MpHUCIaN TBOM 3HAKOMBIH. Jlyurie yTouHu y Hero, OTIpaBIisl
JM OH TeOe ux.
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Ceru WI-FI

Wi-Fi - 310 He BHJ Hepeaayu AaHHBIX, HE TEXHOJIOTHS, & BCErO JIMIIL OpEHJI, MapKa.
Eme B 1991 roay Huaepnanjackas kommnanus 3apeructpupoBaia opena « WECAY, uto
obo3nauanmo cioBocouetanne «Wireless Fidelity», xoTopelii mepeBOAUTCS Kak
«OecrpoBOTHASI TOYHOCTHY.

Jlo Hamiero BpeMeHHM Jolia Japyras ab0OpeBwarypa, KOTopas SBJISETCS TaKOW ke
TexHojorue. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha
CTaHJIApT BBICIICH 3BYKOBOM TexHHMkHM HIi-Fi, 4To B mepeBoae o3Ha4aeT «BBICOKAsS
TOYHOCTBY.

Jla, GecrimaTHBIM MHTEPHET-IOCTYI B Kade, OTeNsIX M a’poropTax SBJISCTCS OTIMYHOM
BO3MOXXHOCTBIO BBIXOJIa B HHTepHeT. Ho MHOrme »SKCHepThl CUYHMTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIIOTCS O€30MaCHBIMU.

Cosemul no 6ezonacrnocmu pabomwl 6 obwedocmynuwix cemsx Wi-fi:

1. He mepenamaii cBoro nuuHyr0 HHpoOpmMaluio uepe3 obmieaoctynublie Wi-Fi ceTu.
PaboTas B HUX, )KeJaTeIbHO HE BBOJIUTH NMAPOJIH JOCTYTAa, JOTUHBI U KaKHe-TO HOMEPA,

2. Ucnonw3yit 1 OOHOBJISI aHTUBUPYCHBIE MTPOTpaMMBbI U OpaHaMayep. TeM caMbIM Thl
oOe3omacuiib cedsl OT 3aKayKHl BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonn3zoBanuun Wi-Fi otkmioun ¢yskimuio «OO0muii goctyn k (aitnam u
npuHTepam». JlanHas QYHKIUS 3aKkpeiTa 10 YMOJYAHUIO, OJHAKO HEKOTOPHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHMs B paboTe min yueoe;

4. He ucnonp3yit nmyommunbiii WI-FI nis mepenadm TUYHBIX TaHHBIX, HAMPUMEpP IS
BBIXO/IA B COIIMAJIBHBIE CETH WJIM B JICKTPOHHYIO MTOYTY;

5. Wcnonw3y#t Tosbko 3amuiieHHoe coequHenue yepe3 HTTPS, a ue HTTP, T.e. ipu
Habope BeO-aapeca BBoau umeHHO «https://»;

6. B wmoOwibHOM Tenedpone oTimoun  pyHkiuio  «llogkmrouenne k- Wi-Fi
aBpToMatuueckuy». He momyckai aBTOMaTHYECKOTO TOJKIOYEHHUSI YCTPOMUCTBA K CETIM
Wi-Fi 6e3 TBOEro coriacus.
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ITIOMHHMUTE!
BAIIIA THO®OPMAIIMOHHASI BE3OIMMACHOCTH 3ABUCHUT TOJBKO OT BAIIEWA BJAWUTEJbHOCTH!

CoumnajbHbIe CeTH

COHI/IEUII)HLIG CCTU AKTHBHO BXOJIAT B HAIIy KU3Hb, MHOTHUC JIIOAU pa60Ta}0T " JKUBYT
TaM IIOCTOSHHO, a B Facebook YKC 3apCTUCTPHUPOBAH MUJIJIMAPA YCJIIOBCK, YTO SABJIACTCA
OI[HOﬁ CGI[I)MOﬁ BCEX JKUTEJICH IUIaHEThl. MHOTHE MOJb30BaTEIU HE ITIOHUMAIOT, 4YTO
I/IH(bOpMaHI/IH, Pa3sMCIICHHAA HWMH B COHOUAJIBHBIX CCTAX, MOKCT OBITH HaﬁﬂeHa 141
HCIIOJBb30BaHa KEM YIOAHO, B TOM YHCJIC HC 00s3aTeNBLHO ¢ OJIaruMu HaMCPCHUSMMU.

Ocnosnvie cosemnvl no He30NACHOCMU 8 COYUAIbHBIX CeNnsx.

1. Orpannup cnucok apy3eid. Y TeOs B JIpy3bsiX HE JOJKHO OBITh CIy4YaWHBIX H
HE3HAKOMBIX JIOJEH;

2. 3anmmiail cBOIO 4YacTHYIO *u3Hb. He ykaspiBall maposu, tenedoHsl, aapeca, 1aTy
TBOETO POXJIEHUS U JIPYTYI0 JIMYHYI0 HWHGOPMalUIO. 3J0YMBILUICHHUKH MOTYT
UCIIOJIb30BaTh JaXe HH(OPMALHMIO O TOM, KaK Thl U TBOU POAUTEIHN IJIAHUPYETE
MPOBECTH KAHUKYIIbL;

3. 3amuinai cBOIO peryTaluio - IepKU €€ B UUCTOTE U 3a/1aBail ce0e BOMpocC: XOTel Obl
ThI, YTOOBI JIPyTU€ MOJB30BATEIN BUACIH, UTO Thl 3arpyxaeiib? [logymail, mpexae uem
YTO-TO OIYyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Eciv Thl TOBOPHIIb C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3Yil CBOE pEeaIbHOE
UM U JPYTYIO JINYHYIO UH(DOPMAUU: UMSI, MECTO JKUTEIbCTBA, MECTO YUeObl U IPOYEE;

5. U306eraii pazmemienus: potorpaduii B UnTepHeTe, rae Thl U300pakeH Ha MECTHOCTH,
0 KOTOPOM MOXHO OIPEACIIUTH TBOE MECTOTOIOKEHHE,

6. IIpu peructpanuu B COUAIBHON CETH HEOOXOUMO HCIIOIB30BaTh CI0KHBIE TTAPOJIH,
cocTosIIMe U3 OyKB U ITU(p U ¢ KOJMYECTBOM 3HAKOB HE MEHEE &;

7. JIJis COIMAIbHON CETH, TMOYTHI M IPYTUX CAWTOB HEOOXOIMMO HCIOIB30BaTh PA3HbBIE
naposiu. Torga eciu Te0si B3JIOMAIOT, TO 3JTOYMBIIINICHHUKH TIOJIy4aT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.
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ITIOMHHMUTE!
BAIIIA THO®OPMAIIMOHHASI BE3OIMMACHOCTH 3ABUCHUT TOJBKO OT BAIIEWA BJAWUTEJbHOCTH!

JJIeKTPOHHBbIE IeHbIH

9J'ICKTpOHHBI€ JACHBI'H - 3TO OYCHb YIIO6HBIﬁ crmoco0 HJIEITG)KCI‘/JI, OJHAKO CYHICCTBYIOT
MOHIICHHUKH, KOTOPBIC XOTAT IMOJYIYUTDb 3THU JACHbBI'U.

QHCKTPOHHBIG JACHBI'N IIOABHJINCH COBCEM HC€AABHO M MMCHHO H3-3a 3TOI'O BO MHOI'HMX
rocyaapCrBax 10 CHUX IIOp HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIIMOHUPYIOT M O HHX YXKE IMPOMHCAHO B 3aKOHE, TAC UX
pa3IeNsIIoT Ha HECKOJBKO BHJOB - aHOHMMHBIC U HE aHOHMMHBIE. Pa3Huiia B TOM, 4TO
QHOHUMHBIC - OTO T, B KOTOPBIX pa3pemaeTcs MPOBOJAUTh Omepanuu  0e3
WJICHTU(PUKAIIMK T10JIh30BaTeNsl, @ B HEAHOHWMHBIX HJICHTH(HUKAIUS TOJb30BaTEeIs
SIBJIIETCS 00A3aTEILHOM.

Takxke cieqyer pa3nuyarh 3JIEKTPOHHBIE (PUATHBIE JNEHBIU (PAaBHBI TOCYJApPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIEC HE(UATHBIE IEHBIH (HE PAaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

Ocnoenvie cosemnvl no be30nacHou pa60me C JIEKMPOHHbIMU OeHbeamul:

1. TlpuBsku K cueTy MOOWJIBHBIN TeneoH. DTO caMblii yAOOHBIM M OBICTPBIA CrIOCOO
BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsizanHbli TenedoH MOMOXKET, ecliu 3a0yJelb CBOM
IJIATEKHBIN MTapOJIb WM 3al/ICIIb HA CAUT C HE3HAKOMOTI'O YCTPOWCTBA,;

2. Ucnonw3yii onHopa3oBble mapoinu. [locne mepexona Ha YCHUJIIEHHYIO aBTOPHU3ALIMIO
Tebe yke He OyJIeT yrpoKaTh ONaCHOCTh KPaXkh MITM NIEPEXBATa MIATEKHOTO MapoIs;

3. Beibepu cioxubiit maposb. I[IpectynmHukam OyneT HE MPOCTO yrajaarh CIOXKHBIN
napoJib. Hajexxnele maponu - 3TO mapoju, KOTOpbIe coaepkaT He MEHee 8 3HaKOB U
BKJIIOYAIOT B €€0Sl CTPOYHBIE U MPOMUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CHUMBOJIOB,
TaKWe KaK 3HaK JoJuiapa, pyHTa, BOCKIMIATSIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOY CBOM JIMYHBIE JAHHBIE HA CalTaX, KOTOPHIM HE JIOBEPSIEIb.

IMoarorosiieHo B coorBercTBuM ¢ [Ipuiio:keHuem k nucbmy Muno6pHayku Poccun ot 14.05.2018r. Ne 08-1184



Hudopmanuonnas; 6e300acHOCTD, | - © rﬁ‘. .
MOY COILL Ne 48, | +&™. @

ITIOMHHMUTE!
BAIIIA THO®OPMAIIMOHHASI BE3OIMMACHOCTH 3ABUCHUT TOJBKO OT BAIIEWA BJAWUTEJbHOCTH!

JJIEKTPOHHAS MOYTA

DJIeKTPOHHAS TT0YTa - 3TO TEXHOJOTHS U TIPEAOCTABIISIEMbIC €10 YCIIYTH T10 TIePEChUIKE U
MOJIYYEHUIO 3JICKTPOHHBIX COOOIIECHUN, KOTOPHIC PACHPENCNISIOTCS B KOMIIBIOTEPHOM
cetd. OOBIYHO JJEKTPOHHBIA IMOYTOBBIN SIIIMK BBITJISAIAT CICAYIOMKMM 00pa3oM:
UMs_TIOJIb30BaTEIA(@HMs_foMeHa. Takke Kpome Tepeadu IpoCcToro TeKcTa, MMEeeTCs
BO3MOKHOCTh TIepe/1aBaTh (pailiibl.

OcHogHnule cosembl no 6€30nAcHOU pabome ¢ INeKMPOHHOU NOYMOLL.

1. Hano BeIOpaTh mpaBUiIbHBIN MOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOD
OeCIUIaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JIYYIlE JOBEPSITh TEM, KOTO 3HAElIb U KTO
[IEPBBIN B PEUTUHTE;

2. He yka3piBalli B JMYHOW TMouTe JU4yHYyr0 wuHbopmamuio. Hanpumep, nydiie
BBIOPATh «MY3bIKaJIbHBIN _(panaT@» wim «pok2013» BmecTo «temal 3»;

3. Ucnonb3yil ABYXATAMHYIO aBTOPU3AIIUI0. DTO KOTJa MOMUMO TapoJis HY>KHO BBOJIUTH
KOJI, MpUChUIaeMbI 10 SMS;

4. BpiOepu cioxHBIA TapoJib. J[JIs KaXXJO0TO MOYTOBOrO SAIIMKA JOKEH OBITH CBOM
HAJIC)KHBIN, YCTONYMBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTp BO3MOXHOCTH HalMcaTh CaMOMY CBOM JIMYHBIM BOIIPOC, MCHOJIB3YH ATy
BO3MOKHOCTB;

6. Mcnonp3yld HECKOJIBKO IOYTOBBIX SIIMKOB. [lepBhIi JUisi 4YaCTHOW NEPENUCKHU C
azpecaTaMiy, KOTOPBIM Thl JOBEPSAECIIb. JTO JIEKTPOHHBIN aIpeC HE HAJI0 UCIOJIb30BATh
IpU perucTpanuy Ha Gopymax U cairtax;

7. He oTkpsbiBail (haiiyibl U Ipyrue BIIOKEHHUS B MUChMax, JaK€ €CJIM OHHM TPHIILIU OT
TBOMX Jipy3ei. JIydlie yTouHH y HUX, OTIPABJISLIIN JIM OHU TeOe 3TU (Paiiibl;

8. Ilocne okoHuaHusi pabOTHI HAa MOYTOBOM CEPBUCE TEpel 3aKPhITHEM BKJAJIKH C
caifToM He 3a0yab HakaTh Ha "BeriiTu".
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KuoepOynanHr ujin BUPTyaJbHOE H31€BATEIbCTBO

KubepOymuHr - mpecienoBaHue COOOIIEHUAMH, COAECpPKAUIUMU  OCKOPOJIEHUS,
arpeccuio, 3amyruBaHHe; XYJIHTaHCTBO; COLMaIbHOE OOWKOTHPOBAHHE C TOMOIUIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHosHbie cogembl no 60pvoe ¢ KUOepOYIIUHCOM.!

1. He 6pocatics B 6oii. Jlydmmii crioco0: 1mocoBeTOBaThCs Kak ceOsi BECTH U, €CJIM HET
TOTO, K KOMY MOKHO OOpaTUThCS, TO BHadalle YCIOKOUThCA. Eciu Thl HavHelb
OTBEYaTh OCKOPOJEHUAMH Ha OCKOpPOJEHHUS, TO TOJBKO €IIe OOJbIle Pa30XkKellb
KOH(JIUKT;

2. Yupapisi cBoet kubeppemyTaluei;

3. AHOHHUMHOCTb B CETHM MHHMAS. CYIHGCTBYI-OT CITOCOOBI BBISICHUTH, KTO CTOHMT 3a
AHOHNMHBIM aKKayHTOM;

4. He cTouT BEeCTH XyJIUTaHCKUNA 00pa3 BUPTyaJIbHOM *U3HU. IHTEpHET PUKCHUPYET BCE
TBOU JICHCTBUSA U COXpaHSET UX. Y TAJTUTh UX OyJIeT KpallHe 3aTpyIHUTEIILHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. UrHopupyit enuHuuHbli HeratuB. (OJHOPa30BbIE OCKOPOUTENbHBIC COOOIICHUS
Jydiie urHopupoBatb. OOBIUHO arpeccus MpeKpaiaeTcs Ha HauyajabHOUM CTalluu;

7. ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B COITUATTBHBIX
CETSX €CTh BO3MOXKHOCTH OJIOKUPOBKM OTMIPABKA COOOIICHUN C OIMPEeaeTICHHBIX
aJIpeCoB;

8. Ecimu Tb1 cBuaerens kuOepOysumHra. TBow JeWCTBHS: BBICTYNUTh IPOTUB
npecienoBaress, IOKa3aTb €My, 4YTO €ro JeHCTBUS OLEHUBAIOTCS HETraTUBHO,
MOJJIepKaTh )KEPTBY, KOTOPOH HY>KHA MCUXO0JIOTMYECKasi TOMOIIb, COOOIIUTH B3POCIIBIM
0 (pakTe arpecCUBHOTO MOBEJICHUS B CETH.
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MoouibHbIN TeaedoH

CoBpemenHble cMapTGOHBI W IUTAHIIETBI COJAEpP)KAT B ceOe BIOJHE B3POCIbBIN
(GyHKIIMOHAT, H TeHeph OHHM MOTYT KOHKYpPHUPOBaTh CO  CTallMOHAPHBIMU
KoMrbioTepamu. OJIHaKO, CPEACTB 3alllUTHl JJI TMOJOOHBIX YCTPOMCTB IMOKa OYEHb
Mmajo. TecTupoBaHue U MOUCK YSI3BUMOCTEH B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, KaK
st TIK, To e caMmoe kacaeTcs U MOOUITbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOHMITEHEIE Opay3ephl YKe MPaAKTUUECKH TOTHAIN HACTOJIBHBIC aHAJIOTH,
OJIHAKO pacuiupeHue (PyHKIIMOHAJA BJICUET 3a COOO0M OOJBIIYIO CIIOXKHOCTh U MEHBIITYIO
3aIIUIEHHOCTD.

Jlanieko He BCEe MPOU3BOJIUTEIN BBIMTYCKAIOT OOHOBJIICHUS, 3aKPHIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OcHognule cosemvl 07151 0€30NACHOCHU MOOUTLHO20 meNleoHA.

1. Huuero He siBnsieTcsl mO-HacTodAlEeMy OecruiaTHbIM. Byap octopoxkeH, Bellb Kornaa
Tebe mpenararoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITb CKpBITHl KaKHE-TO
IIJIATHBIE YCIIYTH;

2. llymaii, mpexnae yeM otmnpaBuTh SMS, ¢boTo wim Buaeo. Thl TOYHO 3HAENIb, T
OHM OyAyT B KOHEYHOM UTOTE?

3. HeoO6xomumMo 0OHOBIISITE OMEPAITMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
4. Vicnonp3yil aHTUBUPYCHBIE IPOTrPaMMBI /111 MOOMIIBHBIX TeNe()OHOB;

5. He 3arpyxkail npuiioxeHdUss OT HEW3BECTHOTO WCTOYHHMKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIICUEHUE;

6. ITocne Toro kKak ThI BEIMACIIH C CaiiTa, T/Ie BBOJAWI JUYHYIO HH(GOPMAITUIO, 3aii1 B
HACTpOWKH Opay3epa u yaanu cookies;

7. Tlepyonnuecku TMpoOBepsA, KaKUE€ IUJIATHBIE YCIYTM AaKTUBHUPOBAHbI Ha TBOEM
HOMEpE;

8. aBaii cBoif HOMEp MOOMIILHOTO Teie(OHA TOJIBKO JIIOSIM, KOTOPBIX Thl 3HACHIb U
KOMY JTOBEPSCIIIb;

9. Bluetooth momkeH ObITh BBIKIIOUEH, KOT/Ia Thl UM HE TOJIb3yelibes. He 3a0biBaii
WHOT/Ia TIPOBEPATH ITO.
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Online urpsi

CoBpeMEHHbIE OHJIAWH-UTPBl - 3TO KPAacOYHbIE, 3aXBaThIBAIOUIUME pPa3BICUYECHUS,
O0OBEIUHSIONINE COTHU THICAY YEJIOBEK MO BceMY MHpPY. IrpOKM UCCIAEAYIOT JaHHBII UM
MHUp, OOIIAIOTCS JPYr C APYIOM, BBINOJHSIOT 3a/laHHsl, CPAKAIOTCS C MOHCTPAMH M
MOJIy4arOT ONBIT. 3a YJIOBOJBCTBUE OHU IUIATAT: MOKYHAKOT JHUCK, OIUIAYMBAIOT
aOOHEMEHT UM NPUOOPETAOT KAaKUEe-TO OMIIHH.

Bce »3tu cpenctBa MAyT Ha IOJJEPKAHUE W Pa3BUTHE MUIPHI, a TaKXKE Ha caMy
0€30MacCHOCTb: COBEPILIEHCTBYIOTCSI CUCTEMBI aBTOPU3ALIUH, BBIITYCKAIOTCS HOBBIE NTATUU
(urdpoBbIe 3aMIaTKH 17151 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT OIIaCaTbCA HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaKH
TBOCTO IIapOJIsd, HAa KOTOPOM OCHOBAaHAa CUCTCMA aBTOPHU3allNH OOJIBIIMHCTBA Hrp.

OcHognble cosemvl o OE30NACHOCMU MB0E20 uepoeoco akkayrwma.

1. Ecnu apyroii urpok BeAeT ceOs II0X0 WIH CO3/1aeT Te0e HENPUITHOCTH, 3a0JI0OKUpYH
€ro B CIHCKE UTPOKOB;

2. Tloxanyiics aJIMHHUCTpPAaTOpaM UIPbl HAa IUJIOXO€ IIOBEJACHUE HTOr0 HIPOKa,
KeJaTeIbHO MPWIOKUTh KaKKe-TO JI0Ka3aTeIbCTBa B BUJIE CKPUHOB;

3. He yka3biBaii muunyo nHbopmMaiuio B mpodaiiie urpsr;
4. YBaxai Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranapnuBaii HeopuImaabHbIe TATYH U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jaxe BO BpeMsl UIPbl HE CTOMT OTKJIKOYaTh aHTHBUpYC. [loka Tl urpaems, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.
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OUINUHT WIH Kpa’ka JIMIHbIX JAHHbIX

OObIYHOM Kpaxell JeHer M JOKYMEHTOB CErOJIHA YK€ HHMKOrO HE YJIUBHUIIb, HO C
pPa3BUTHEM HMHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH MEPEMECTHIIUCh B MHTEPHET, U
MPOAOHKAIOT 3aHUMATHCA ""TIOOUMBIM" JETTOM.

Tax nosiBUack HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIIUHT, TJIaBHAs 1ENb
KOTOPOTO COCTOWT B TOJYYCHHH KOH(PHUACHIMAIBHBIX JaHHBIX I[OJb30BaTeneil -
JoruHoB U naposeid. Ha anrnuiickoM si3bike phishing yutaercs kak guummsr (ot fishing
- peIOHas J0BJIs, password - MapoJib).

OcHosHbie cosembl no 60pvoe ¢ PUUUHSOM:

1. Cnegn 3a cBouM akkayHTOM. Ecinu Tbl mojo3peBaelib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aAMUHUCTpPATOpaM pecypca
00 9TOM KaK MOXXHO CKOpEg;

2. HWcnonp3yit Oe3omacHple BeO-CaliThl, B TOM YHCJEC, HHTCPHET-Mara3uHOB H
ITOMCKOBBIX CHCTEM;

3. Ucnonw3y#t clioxkHBIE U pa3Hble apoyid. Takum oOpa3om, eciu TeOs B3I0MAaloT, TO
3JIOYMBIIUICHHUKH MOJy4aT TOCTYI TOJIBKO K OJJTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Eciu 1ebs B3IOMalIM, TO HEOOXOIUMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J100aBJEHBI Y TEOS B IPY3biX, O TOM, YTO T€Os B3JIOMaJM U, BO3MOXKHO, OT
TBOETO UMEHH OYy/IET PAaCChUIAThCA CIIaM U CChUIKU Ha (PUITUHTOBBIC CANTHI,

5. YcranoBu Haaexubii napois (PIN) Ha MoOWIBHBIN TenedoH;
6. OTKIIIOUYM COXpaHEHUE MapoJid B Opaysepe;

7. He otkpsiBail (aiiibel U apyrue BIOKEHUS B MHUChbMax, Ja)Xe€ €CJIM OHU MPUIILIA OT
TBOUX Jipy3ei. Jlydine yTouHu y HUX, OTIPABIISIIN JIK OHU TeOe ITH (Haiiiibl.
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Mudposas penyranus

[udposas pemyranus - 3T0 HEraTUBHAS WM MO3UTHBHAsA MHPOPMALUS B CETH O Tele.
Komnpomerupyromas napopmanus, pa3MelieHHass B HHTEPHETE, MOXKET CEPbE3HbIM
00pa3oM OTpa3uThCs Ha TBOCH peanbHOU xu3HU. «LludpoBas pemyramus» - 3TO TBOI
UMUK, KOTOPBIK opMupyeTcst u3 nHpopMaluu o Tede B UHTEPHETE.

TBOe MecTO KUTENbCTBa, Yy4eObl, TBOE (PUHAHCOBOE TMOJIOKEHUE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJIM3KHUX - BCE 3TO HAKAIIJIMBACTCS B CETH.

MHorue noJipoCTKu JETKOMBICIEHHO OTHOCATCA K IMyOJIMKAIIMU JTUYHOU UH(POPMAIIUK B
WNuTtepHeTe, He TOHMMAas BO3MOXHBIX MOCIENCTBUM. ThI Jake HE CMOKEITh J0ragaThCs
0 TOM, uTO (oTtorpadusi, pazmerieHHas 5 JeT Ha3al, cTaja IPUUUHON OTKa3a MPUHSThH
TeOs Ha padoTy.

KomMmeHTapuun, pasmenieHne TBouX Qortorpaduii m apyrue JEHCTBUS MOTYT HeE
MCYE3HYTh JaXke MOCIe TOTO, KaK Thl UX YJalHllb. Tbl HE 3HAClIb, KTO COXPAaHWI 3Ty
uH(popmanuio, Tonajga JId OHa B IMOMCKOBBIE CHCTEMBbl M COXpaHWJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpY>KaroIIUe JIOAN, KOTOpble HAWAYT U YBUIAT 3TO.
Haiitu nHopManuio MHOTO JIET CIYCTS CMOXKET JIF000 - KaK U3 100pbIX NOOYXKICHUH,
TaK U C HAMEPEHUEM MTPUUMHUTH BPEl. ITO MOXKET OBITh KTO YTOJHO.

OcHosHble cogembl no 3awume Yu@poso penymayuu.

1. [Mogymaii, pexe 4eM 4YTo-TO MyOJMKOBATh W IMepefaBath y celsi B Oiore Wi B
COILIMAJILHOM CETH;

2. B HacTpolrikax npoduis ycTaHOBU OTPaHUYEHUSI Ha POCMOTP TBOETO MPOQUIIs U €ro
COAEPKUMOTrO0, CAETIal €r0 TOIBKO «JUJI IPy3€en»;

3. He pa3memaii 1 He yKka3biBail HH(OPMAITHIO, KOTOPask MOXKET KOT0-IN00 OCKOPOISATh
WU OOVKATh.
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ABTOpPCKOE NPABO

CoBpeMEHHbIE IIKOJIBHUKU - AKTHUBHBIE I10Jb30BATENM IU(PPOBOrO IMPOCTPAHCTBA.
OpHako JaneKko He BCe 3HAIOT, YTO MOJb30BaHUE MHOTUMH BO3MOKHOCTSIMH LIU(PPOBOTO
Mupa TpedyeT coOI0AeHUS IPaB Ha HHTEIUIEKTYyallbHYI0 COOCTBEHHOCTb.

TepMUH «HMHTEIJIEKTyallbHasi COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM TBOPEHHSIM
YeJI0BEYECKOr0 yMa, HauyMHas C HOBBIX H300pETEHUMH M 3HAKOB, 0003HAYAOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIYId, W 3aKaHYMBas KHUTamH, (ororpadusmu,
KMHO(QUIbMaMH U MYy3bIKaJIbHBIMU MPOU3BEACHUSIMH.

ABTOpCKHUE TpaBa - 3TO MpaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEPATYPbl U UCKycCTBa. ABTOPCKHE MpaBa BBICTYIAIOT B KAYECTBE rapaHTUH
TOTO, YTO UHTEJICKTYaJIbHbII/TBOPUECKHM TPy aBTOpa HE OYJET HAIIPACHBIM, JaCT eMY
CIIpaBeJIUBbIE BO3MOXKHOCTH 3apa0oTaTh Ha pe3yibTaTaX CBOETO TPYJa, MOJYYHUTh
M3BECTHOCTh U Npu3HaHue. Hukro 6e3 paspenieHust aBTopa HE MOXKET BOCIPOU3BOIUTh
€ro IMpPOU3BEJEHUE, PACIPOCTPAHATh, IyOJIUYHO JI€MOHCTPUPOBATH, IPOJABATh,
MMIIOPTUPOBATh, MyCKaTh B MPOKAT, MYOJIMYHO UCHOJIHATH, MOKA3bIBATH/UCIOIHSTH B
adupe niam pazmeniath B IHTepHere.

Hcnonbp3oBaHne «IUPATCKOTO» MPOTPAMMHOTO OOECIEYEHUsI MOMKET TPHUBECTH K
MHOTHM pPHCKaM: OT TMOTEPH JAaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, I/Ie YCTAaHOBJICHA HelleraibHas mporpamma. He ctouT Takke 3a0bI1BaTh, 4TO
CYILIECTBYIOT JieTaJbHbIE U O€CIUIaTHBIE MPOrPAMMBI, KOTOPbIE MOYXKHO HAWUTH B CETH.
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O nopraJe

CereBu4ok.p) - TBOM TJIABHBI COBETYHMK B CETH. 3/A€Chb Thl MOXEIIb y3HaTh O

0€30MacHOCTH B CETH MOHATHBIM M JOCTYIHBIM SI3BIKOM, a MpPH BO3HHUKHOBEHHUU
KPUTHYECKOH CHUTyallud OOpaTUTHCA 3a COBETOM. A TakkKe MPUHATH yYacThe B
KOHKYpCax M CTaTh CaMbIM IIU(DPOBBIM TPakTaHUHOM !

ITPOBOJHHWK B MHUPDE€ MHTEpPHETA
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